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Cyberspace

CNSSP-28 
Cybersecurity of Unmanned National 

Security Systems 

CNSSP-28 
Cybersecurity of Unmanned National 

Security Systems 

DoDI 8551.01 
Ports, Protocols, and Services 

Management (PPSM) 

DoDI 8551.01 
Ports, Protocols, and Services 

Management (PPSM) 

DoDI 8551.01 
Ports, Protocols, and Services 

Management (PPSM) 

Joint Special Access Program (SAP) 
Implementation Guide (JSIG)

Joint Special Access Program (SAP) 
Implementation Guide (JSIG)

CNSSP-24 
Policy on Assured Info Sharing (AIS) 
for National Security Systems(NSS) 

CNSSP-24 
Policy on Assured Info Sharing (AIS) 
for National Security Systems(NSS) 

CNSSP-24 
Policy on Assured Info Sharing (AIS) 
for National Security Systems(NSS) 

JFHQ-DODIN OrdersJFHQ-DODIN OrdersCYBERCOM OrdersCYBERCOM Orders

 NIST SP 800-163, R1 
Vetting the Security of 

Mobile Applications 

 NIST SP 800-163, R1 
Vetting the Security of 

Mobile Applications 

DoD Information Technology 
Environment Strategic Plan 

DoD Information Technology 
Environment Strategic Plan 

EO 13873: Securing the Information 
and Communications Technology and 

Services Supply Chain

EO 13873: Securing the Information 
and Communications Technology and 

Services Supply Chain

ICD 503 
IT Systems Security Risk Management  

and C&A 

ICD 503 
IT Systems Security Risk Management  

and C&A 

ICD 503 
IT Systems Security Risk Management  

and C&A 

National Industrial Security Program 
Operating Manual (NISPOM)

32 CFR 117

National Industrial Security Program 
Operating Manual (NISPOM)

32 CFR 117

National Industrial Security Program 
Operating Manual (NISPOM)

32 CFR 117

CNSSD-506 
National Directive to Implement PKI on 

Secret Networks

CNSSD-506 
National Directive to Implement PKI on 

Secret Networks NIST SP 800-101, R1
Guidelines on Mobile Device Forensics

NIST SP 800-101, R1
Guidelines on Mobile Device Forensics

UFC 4-010-06,
Cybersecurity of Facility-Related 

Control Systems

UFC 4-010-06,
Cybersecurity of Facility-Related 

Control Systems

NIST SP 800-82, R3
Guide to Operational Technology (OT) 

Security 

NIST SP 800-82, R3
Guide to Operational Technology (OT) 

Security 

NIST SP 800-34, R1
Contingency Planning Guide for 

Federal Information Systems 

NIST SP 800-34, R1
Contingency Planning Guide for 

Federal Information Systems 

DoDI 8520.02 
Public Key Infrastructure (PKI) and  

Public Key (PK) Enabling 

DoDI 8520.02 
Public Key Infrastructure (PKI) and  

Public Key (PK) Enabling 

DoDI 8520.02 
Public Key Infrastructure (PKI) and  

Public Key (PK) Enabling 

NIST SP 800-63-4 series
Digital Identity Guidelines
NIST SP 800-63-4 series
Digital Identity Guidelines

NIST SP 800-125A, R1, Security 
Recommendations for Hypervisor 

Platforms

NIST SP 800-125A, R1, Security 
Recommendations for Hypervisor 

Platforms

EO 13636: Improving Critical 
Infrastructure Cybersecurity
EO 13636: Improving Critical 
Infrastructure Cybersecurity

 Cybersecurity-Related Policies and Issuances 
Developed by the DoD Deputy CIO for Cybersecurity 

Last Updated: Sep 15, 2025

Send questions/suggestions to info@csiac.org  

 Cybersecurity-Related Policies and Issuances 
Developed by the DoD Deputy CIO for Cybersecurity 

Last Updated: Sep 15, 2025

Send questions/suggestions to info@csiac.org  

CNSSD-507 
National Directive for ICAM 

Capabilities...

CNSSD-507 
National Directive for ICAM 

Capabilities... DoDI 8531.01, DoD Vulnerability 
Management 

DoDI 8531.01, DoD Vulnerability 
Management 

DoDI 8531.01, DoD Vulnerability 
Management 

 NIST SP 800-181 R1
Workforce Framework for 

Cybersecurity

 NIST SP 800-181 R1
Workforce Framework for 

Cybersecurity

DoDI 5205.16
DoD Insider Threat Program 

DoDI 5205.16
DoD Insider Threat Program 

DoDI 5205.16
DoD Insider Threat Program 

DoDM 5205.02 

DoD Operations Security (OPSEC) 

Program Manual

DoDM 5205.02 

DoD Operations Security (OPSEC) 

Program Manual

DoDI 5000.87
Operation of the Software Acquisition 

Pathway

DoDI 5000.87
Operation of the Software Acquisition 

Pathway

DoDI 5000.87
Operation of the Software Acquisition 

Pathway

DoDD O-5100.19
Critical Information Communications 

(CRITCOM) System

DoDD O-5100.19
Critical Information Communications 

(CRITCOM) System

DoDD O-5100.19
Critical Information Communications 

(CRITCOM) System

 NIST SP 1800-16
Securing Web Transactions: TLS 
Server Certificate Management 

 NIST SP 1800-16
Securing Web Transactions: TLS 
Server Certificate Management 

 NIST SP 800-207
Zero Trust Architecture

 NIST SP 800-207
Zero Trust Architecture

 NIST SP 800-210
General Access Control Guidance for 

Cloud Systems 

 NIST SP 800-210
General Access Control Guidance for 

Cloud Systems 

NIST SP 800-209
Security Guidelines for Storage 

Infrastructure

NIST SP 800-209
Security Guidelines for Storage 

Infrastructure

NIST SP 800-209
Security Guidelines for Storage 

Infrastructure

2023 DoD Data, Analytics, and 

Artificial Intelligence Adoption 

Strategy

2023 DoD Data, Analytics, and 

Artificial Intelligence Adoption 

Strategy

Cybersecurity Maturity Model 
Certification (CMMC)

Cybersecurity Maturity Model 
Certification (CMMC)

DoDI 5000.83

Technology & Program Protection to 

Maintain Technological Advantage

DoDI 5000.83

Technology & Program Protection to 

Maintain Technological Advantage

 NIST SP 1800-26 
Data Integrity: Detecting & Responding to 

Ransomware

 NIST SP 1800-26 
Data Integrity: Detecting & Responding to 

Ransomware

NIST SP 800-171

DoD Assessment Methodology 
 (see also 800-171 R2)

NIST SP 800-171

DoD Assessment Methodology 
 (see also 800-171 R2)

MOA Between DoD and DHS 
(Jan. 19, 2017) 

MOA Between DoD and DHS 
(Jan. 19, 2017) 

DoDI 5000.90, Cybersecurity for 
Acquisition Decision Authorities and 

Program Managers

DoDI 5000.90, Cybersecurity for 
Acquisition Decision Authorities and 

Program Managers

NIST SP 1800-25 Data Integrity: 
Identifying and Protecting Assets 

Against Ransomware

NIST SP 1800-25 Data Integrity: 
Identifying and Protecting Assets 

Against Ransomware

EO 14028: Improving the Nation’s 
Cybersecurity

EO 14028: Improving the Nation’s 
Cybersecurity

CNSSP-10
Nat’l Policy Gov. Use of Approved Sec. 
Containers in Info Security Applications

CNSSP-10
Nat’l Policy Gov. Use of Approved Sec. 
Containers in Info Security Applications

CNSSD-505
Supply Chain Risk Management 

CNSSD-505
Supply Chain Risk Management 

CNSSD-520 
The Use of Mobile Devices to Process 
Nat’l Sec. Info. Outside Secure Spaces

CNSSD-520 
The Use of Mobile Devices to Process 
Nat’l Sec. Info. Outside Secure Spaces

CNSSI-1011
Implementing Host-Based Security 

Capabilities on NSS

CNSSI-1011
Implementing Host-Based Security 

Capabilities on NSS

CNSSI-1013 
Network Intrusion Detection Sys & 
Intrusion Prevention Sys (IDS/IPS)

CNSSI-1013 
Network Intrusion Detection Sys & 
Intrusion Prevention Sys (IDS/IPS)

NIST SP 800-213
IoT Device Cybersecurity Guidance for 

the Federal Government

NIST SP 800-213
IoT Device Cybersecurity Guidance for 

the Federal Government

FIPS 201-3 
Personal Identity Verification (PIV) of 
Federal Employees and Contractors 

FIPS 201-3 
Personal Identity Verification (PIV) of 
Federal Employees and Contractors 

CNSSP-200
National Policy on Controlled Access 

Protection 

CNSSP-200
National Policy on Controlled Access 

Protection 

NSTISSD-600 Communications 
Security Monitoring 

NSTISSD-600 Communications 
Security Monitoring DoDD 5000.01

Defense Acquisition System
DoDD 5000.01

Defense Acquisition System
DoDD 5000.01

Defense Acquisition System

DoD Security Classification GuidesDoD Security Classification Guides

Component-level Policy 

(Directives, Instructions, Publications,  

Memoranda)

2023 National Intelligence 
Strategy

2023 National Intelligence 
Strategy

2023 National Intelligence 
Strategy

National Cybersecurity Strategy 

Implementation Plan 

National Cybersecurity Strategy 

Implementation Plan 

DoDI 8530.03 Cyber Incident 
Response

DoDI 8530.03 Cyber Incident 
Response

DoDI 5000.82 Requirements for the 
Acquisition of Digital Capabilities 

DoDI 5000.82 Requirements for the 
Acquisition of Digital Capabilities 

DoDI 5000.82 Requirements for the 
Acquisition of Digital Capabilities 

 NIST SP 800-218 Secure Software 
Development Framework (SSDF) 

 NIST SP 800-218 Secure Software 
Development Framework (SSDF) 

DoDD 5101.23E DoD Executive 

Agent for Advanced Cyber Training 

Curricula 

DoDD 5101.23E DoD Executive 

Agent for Advanced Cyber Training 

Curricula 

 NIST SP 1800-22 
Mobile Device Security: Bring Your 

Own Device (BYOD)

 NIST SP 1800-22 
Mobile Device Security: Bring Your 

Own Device (BYOD)

NIST SP 800-221 Enterprise Impact of 
Information and Communications 

Technology Risk 

NIST SP 800-221 Enterprise Impact of 
Information and Communications 

Technology Risk 

United States Intelligence 
Community Information Sharing 

Strategy  

United States Intelligence 
Community Information Sharing 

Strategy  

United States Intelligence 
Community Information Sharing 

Strategy  

DoDI 8140.02 Identification, Tracking, 
And Reporting of Cyberspace 

Workforce Requirements 

DoDI 8140.02 Identification, Tracking, 
And Reporting of Cyberspace 

Workforce Requirements 

DoDI 5200.44

Protection of Mission Critical Functions 

to Achieve Trusted Systems / Networks 

DoDI 5200.44

Protection of Mission Critical Functions 

to Achieve Trusted Systems / Networks 

DoDI 5200.44

Protection of Mission Critical Functions 

to Achieve Trusted Systems / Networks EO 14117: Preventing Access to 
Americans' Sensitive / US Government 

Data by Countries of Concern

EO 14117: Preventing Access to 
Americans' Sensitive / US Government 

Data by Countries of Concern

DTM-24-001 DoD Cybersecurity 

Activities Performed for Cloud Service 

Offerings

DTM-24-001 DoD Cybersecurity 

Activities Performed for Cloud Service 

Offerings

DoDD 5101.21E 
Unified Platform and Joint

Cyber Command and Control (JCC2)

DoDD 5101.21E 
Unified Platform and Joint

Cyber Command and Control (JCC2)

DoDI 8520.04

Access Management for DoD 

Information Systems 

DoDI 8520.04

Access Management for DoD 

Information Systems 

DoDI 8520.04

Access Management for DoD 

Information Systems 

CNSSD-504 Protecting National 
Security Systems from Insider Threat 

CNSSD-504 Protecting National 
Security Systems from Insider Threat 

NIST SP 800-55 Volume 1
Measurement Guide for Information 

Security

NIST SP 800-55 Volume 1
Measurement Guide for Information 

Security

NIST SP 800-55 Volume 2
Measurement Guide for Information 

Security

NIST SP 800-55 Volume 2
Measurement Guide for Information 

Security

NIST SP 800-161 Rev 1 
Cybersecurity Supply Chain Risk 

Management Practices 

NIST SP 800-161 Rev 1 
Cybersecurity Supply Chain Risk 

Management Practices 

DoDI 8440.02
DoD Implementation of IPv6

DoDI 8440.02
DoD Implementation of IPv6

DoDI 8440.02
DoD Implementation of IPv6

CNSSI-1015 
Enterprise Audit Management (EAM) 
for National Security Systems (NSS)

CNSSI-1015 
Enterprise Audit Management (EAM) 
for National Security Systems (NSS)

NIST SP 800-172
 Enhanced Security Requirements for 

Protecting CUI (see also 172A)

NIST SP 800-172
 Enhanced Security Requirements for 

Protecting CUI (see also 172A)

NIST SP 1800-35
Implementing a Zero Trust 

Architecture: High Level Document

NIST SP 1800-35
Implementing a Zero Trust 

Architecture: High Level Document

CNSSP-32 Cloud Security for National 
Security Systems

CNSSP-32 Cloud Security for National 
Security Systems

DoDI 5200.50 
Assured Access to Trusted 

Microelectronics

DoDI 5200.50 
Assured Access to Trusted 

Microelectronics

DoDI 5200.50 
Assured Access to Trusted 

Microelectronics

DTM 25-003, Ch 1
Implementing the DoD Zero Trust 

Strategy

DTM 25-003, Ch 1
Implementing the DoD Zero Trust 

Strategy

DTM 25-003, Ch 1
Implementing the DoD Zero Trust 

Strategy

CNSS1-1200 

National CS Inst. for Space Systems  

Used to Support Nat’l Sec. Missions

CNSS1-1200 

National CS Inst. for Space Systems  

Used to Support Nat’l Sec. Missions

IA 
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