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DTIC and CSIAC

The Defense Technical Information Center (DTIC) preserves, curates, and shares knowledge
from the U.S. Department of Defense’s (DoD’s) annual multibillion-dollar investment in science
and technology, multiplying the value and accelerating capability to the Warfighter. DTIC
amplifies this investment by collecting information and enhancing the digital search, analysis,
and collaboration tools that make information widely available to decision-makers, researchers,
engineers, and scientists across the Department.

DTIC sponsors the DoD Information Analysis Centers (DoDIAC), which provide critical, flexible,
and cutting-edge research and analysis to produce relevant and reusable scientific and
technical information for acquisition program managers, DoD laboratories, Program Executive
Offices, and Combatant Commands. The IACs are staffed by, or have access to, hundreds of
scientists, engineers, and information specialists who provide research and analysis to
customers with diverse, complex, and challenging requirements.

The Cybersecurity & Information Systems Information Analysis Center (CSIAC) is a DoDIAC
sponsored by DTIC to provide expertise in four technical focus areas: cybersecurity, knowledge
management & information sharing, modeling & simulation, and software data & analysis.
CSIAC is operated by SURVICE Engineering Company under contract FA8075-21-D-0001.

Tl Research

A chief service of the DoDIAC is free technical inquiry (TI) research limited to four research
hours per inquiry. This Tl response report summarizes the research findings of one such
inquiry. Given the limited duration of the research effort, this report is not intended to be a deep,
comprehensive analysis but rather a curated compilation of relevant information to give the
reader/inquirer a “head start” or direction for continued research.
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Abstract

The Cybersecurity and Information Systems Information Analysis Center (CSIAC) was tasked
with researching and providing information on open standards applicable to zero trust
implementation. CSIAC identified various open standards being used today that support and
uphold the implementation of the zero trust architecture within the U.S. Department of Defense.
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1.0 TI Request

1.1 Inquiry

What open standards apply to zero trust implementation?

1.2 Description

The Cybersecurity and Information Systems Information Analysis Center (CSIAC) was asked to
identify open standards that are directly applicable to the implementation of zero trust within the
U.S. federal government’s information networks. The inquirer also wanted to know of the
existence, applicability, and status of relevant open standards.

2.0 Tl Response

2.1 What Is Zero Trust?

The zero trust architecture (ZTA) and philosophy are based on a strict security strategy that
focuses on the belief that trust in an entity is a vulnerability [1]. ZTA operates under the premise
that every internal or external user and device attempting to access resources on a hetwork are
suspicious [2]. It is not a service or project but a security approach for designing, constructing,
and implementing an organization’s computer and information systems. It shifts the focus of
security from being location-based to being data-based. ZTA requires continuous
authentication, authorization, and validation of security configurations before access is granted
to applications and data [3]. This security framework focuses on the following core security
principles [4]:

e Always Verify: Always authenticate and authorize users and devices based on all
available data points, prior to granting access.

e Use Least Privileged Access: Limit user access with just-in-time and just-enough
access. Use risk-based adaptive policies and viable data protections.

e Assume a Breach: Minimize the damage or “blast radius” during an incident and
segment access. Verify end-to-end encryption and use analytics to get visibility, drive
threat detection, and improve defenses.

e Continuous Monitoring: Require constant monitoring and validation from an entity’s
point-of-entry throughout the duration of the entity’s session on the network.

Distribution Statement A. Approved for public release: distribution is unlimited. 1
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The important aspects of ZTA can also be visualized with the depiction of the pillars of zero
trust, which include identity, devices, network, applications and workloads, and data (Figure 1).

Applications
and Workloads
-

)

Identity

Enforcing access controls to confirm the identity of all users. Ensuring that
the right users have the right access at the right time.

Compiling and maintaining ongoing inventories of all devices connected to the
network. Ensuring that devices are secure to prevent, detect, and respond to
unauthorized access to an enterprise’s resources.

Securing and managing applications by performing rigorous internal and
external testing and decreasing reliance on network security.

Protecting data on devices, networks, and applications by implementing
enterprise-wide logging and information sharing.

Figure 1. U.S. Government Accountability Office Analysis of the

Cybersecurity and Infrastructure Security’s Zero Trust Maturity Model [5].

2.1.1 Zero Trust Network Infrastructure Components

Network infrastructures are subject to different organizational requirements, limitations, and

existing technological implementations, all of which affect how ZTA is planned and executed.
According to the National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-207, there are several logical tools, components, and data sources used to facilitate

ZTA and its core principles [6]:

Policy Engine (PE): This component is responsible for the ultimate

decision to grant access to a resource for a given subject. The PE

uses enterprise policy as well as input from external sources

(e.g., [continuous diagnostics and mitigation systems] CDM, threat

intelligence services) as input to a trust algorithm to grant, deny, or

revoke access to the resource. The PE is paired with the policy

administrator (PA) component. The PE makes and logs the decision

(as approved or denied), and the PA executes the decision.

PA: This component is responsible for establishing and/or shutting

down the communication path between a subject and a resource (via
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commands to relevant policy enforcement points (PEPSs)). It would
generate any session-specific authentication and authentication token
or credential used by a client to access an enterprise resource. It is
closely tied to the PE and relies on its decision to ultimately allow or
deny a session. If the session is authorized and the request
authenticated, the PA configures the PEP to allow the session to start.
If the session is denied (or a previous approval is countermanded),
the PA signals to the PEP to shut down the connection. Some
implementations may treat the PE and PA as a single service; here, it
is divided into its two logical components. The PA communicates with
the PEP when creating the communication path. This communication
is done via the control plane.

e PEP: This system is responsible for enabling, monitoring, and
eventually terminating connections between a subject and an
enterprise resource. The PEP communicates with the PA to forward
requests and/or receive policy updates from the PA. This is a single
logical component in ZTA but may be broken into two different
components: the client (e.g., agent on a laptop) and resource side
(e.g., gateway component in front of a resource that controls access)
or a single portal component that acts as a gatekeeper for
communication paths. Beyond the PEP is the trust zone hosting the
enterprise resource.

e Enterprise Public-Key Infrastructure (PKI): This system is responsible
for generating and logging certificates issued by the enterprise to
resources, subjects, services, and applications. This also includes the
global certificate authority ecosystem and the federal PKI, which may
or may not be integrated with the enterprise PKI.

¢ Identity (ID) Management System: This is responsible for creating,
storing, and managing enterprise user accounts and identity records
(e.g., lightweight directory access protocol [LDAP] server). This
system contains the necessary subject information (e.g., name, email
address, certificates) and other enterprise characteristics such as role,
access attributes, and assigned assets. This system often utilizes
other systems (such as a PKI) for artifacts associated with user
accounts.

Distribution Statement A. Approved for public release: distribution is unlimited. 3
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e Security Information and Event Management (SIEM) System: This
collects security-centric information for later analysis. These data are
then used to refine policies and warn of possible attacks against
enterprise assets.

e Threat Intelligence Platforms: This provides information from internal
or external sources that help the PE make access decisions. These
could be multiple services that take data from internal and/or multiple
external sources and provide information about newly discovered
attacks or vulnerabilities.

Two more components/tools mentioned in NIST SP 800-207 are [6]:

¢ Risk-Based Multifactor Authentication: Verifies the identities of users and
systems based on their risk profile at any given moment.

e Cloud Workloads: Maintain security across cloud environments, including
virtual machines, containers, and hybrid deployments, ensuring that
workloads are protected from breaches.

2.1.2 Different Approaches to Zero Trust

NIST SP 800-207 also describes different approaches to implementing ZTA [6]:

o Enhanced Identity Governance: This approach to ZTA focuses on user and device
identity as the main factors for access control. Organizational policies are driven by
identity, device status, location, time, and other attributes such as role and group
membership. This approach requires explicit verification of any access request from all
related entities, which goes beyond traditional perimeter-based security. The system
continuously monitors access and makes changes to policies as needed. This works
well for network environments with cloud-based services, guest access, or
bring-your-own-device policies. It demands robust identity and access management
(IAM) and proactive threat monitoring capabilities.

o Micro-Segmentation: This approach separates the network into smaller, isolated
segments. This segmentation limits the potential impact a breach may have on the
network environment. Each network segment is protected by PEPs that act as the
gateway that enforces strict access control policies; this reduces the chance of
unauthorized lateral movement. The identity governance aspect of ZTA helps define
access privileges, but the implementation relies heavily on network controls. Taking this

Distribution Statement A. Approved for public release: distribution is unlimited. 4
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approach requires the management of the numerous segments and all the associated
policies for improved security, which can be complex and result in increased
administrative overhead.

e Software-Defined Perimeters (SDP) and Network Infrastructure: This leverages network
infrastructure and software-defined principles to create a dynamic, policy-driven security
perimeter. Resources are effectively “hidden” until a user or device is authenticated and
authorized. The SDP dynamically creates secure one-to-one connections using overlay
networks and software-designed networks to enforce access policies. The PA controls
the network, reconfiguring it based on policy decisions. This approach offers specialized
control and resource camouflaging but requires deep expertise in networking and
security technologies.

2.2 What Are Open Standards?

The International Organization for Standardization (ISO) is an independent, nongovernmental
international organization that develops international standards. It defines a standard as a [7]:

...document, established by consensus and approved by a recognized
body, that provides—for common and repeated use—rules, guidelines, or
characteristics for activities or for their results, aimed at the achievement
of the optimum degree of order in a given context.

For a standard to be considered an “open” standard, the specification and rights to implement it
must be publicly available to any person or organization without signing a nondisclosure
agreement or paying a fee. Open standards also must be approved and maintained for the
public by a governing body of qualified contributors using a consensus-driven process.

Other notable standardization organizations (along with their more well-known acronyms)
include [8]:

e Internet Engineering Task Force (IETF)

e International Electrotechnical Commission (IEC)

¢ International Telecommunication Union (ITU)

e World Wide Web Consortium (W3C)

e European Committee for Standardization (CEN)

e European Telecommunications Standards Institute (ETSI)

e Institute of Electrical and Electronics Engineers Standardization Association (IEEE SA)
e National Institute of Standards and Technology (NIST)

Distribution Statement A. Approved for public release: distribution is unlimited. 5
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This collaboration of multiple knowledgeable entities promotes vendor neutrality and prevents
vendor lock-in. This means that no single company controls the standard, which encourages
competition and gives users more choices in selecting hardware and software. This open
approach fosters interoperability and agnostic usage, enabling diverse systems from different
vendors to seamlessly communicate and share data, which is essential for data exchange and
software integration and for avoiding data silos. Furthermore, a governing body of qualified
contributors maintains and approves these standards through a public, consensus-driven
process, ensuring transparency and broad community involvement. The collaborative
environment created with the development of open standards fosters innovation by providing a
common platform for developers, which leads to faster development and more robust solutions.
In contrast to proprietary standards, which can limit choices and create compatibility issues,
open standards encourage a more interconnected and collaborative digital ecosystem. This
open development process, unlike the closed nature of proprietary technologies, allows for
greater community input, leading to higher-quality standards and minimizing the risks
associated with vendor lock-in. Some common examples of open standards seen and used
widely across different technologies and manufacturers regularly include Wi-Fi, Hypertext
Markup Language, Structured Query Language, and Extensible Markup Language (better
known as HTML, SQL, and XML, respectively).

2.3 Open Standards That Support Zero Trust Implementation

This section provides a list of open standards used today within the general information
technology space that supports the principles of ZTA. Open standards are categorized based
on what pillar of zero trust they align with the most.

2.3.1 IAM

A description and current status for IAM open standards OAuth 2.0, OpenID Connect (OIDC),
Security Assertion Markup Language (SAML), Fast Identity Online (FIDO), System for
Cross-Domain Identity Management (SCIM), and the Secure Production Identity Framework for
Everyone (SPIFFE) are detailed as follows:

e OAuth 2.0

o Description: An authorization framework that allows a resource owner to grant a
third party limited access to their hypertext transfer protocol (HTTP) services without
sharing credentials [9].

Distribution Statement A. Approved for public release: distribution is unlimited. 6
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o Status: Widely used and included in just about every U.S. Department of Defense
(DoD) Chief Information Officer-approved identity, credential, and access
management solution with any fidelity.

e OIDC
o Description: An authentication protocol based on the OAuth 2.0 framework that
enables secure user authentication. “It simplifies the way to verify the identity of
users based on the authentication performed by an authorization server and to
obtain user profile information in an interoperable and representational state transfer
(REST)-like manner” [10].

o Status: Widely used in information technology solutions such as Microsoft Azure
Active Directory, Okta, and Ping ldentity.

e SAML

o Description: An XML-based framework for exchanging authentication and
authorization data between parties. “SAML makes single sign-on (SSO) technology
possible by providing a way to authenticate a user once and then communicate that
authentication to multiple applications” [11].

o Status: Widely used in information technology solutions such as Microsoft Azure
Active Directory, Office 365, Okta, and ServiceNow. SAML tokens are also used in

various enterprises and cloud architectures.

e FIDO

o Description: A set of standard authentication protocols for strong authentication
using public-key cryptography that is meant to replace passwords with secure
cryptographic keys stored on user devices. FIDO uses “passkeys” such as
fingerprints, facial recognition, speaking to a microphone (voice recognition), entering
a personal identification number (better known as PIN), or inputting a pattern instead
of password [12].

o Status: Commercially available but has not seen use within the DoD.

e SCIM

o Description: A protocol that standardizes how identity information is exchanged
between one entity and another. SCIM automates the flow of information between
an identity provider or IAM system and cloud-based applications [13].

Distribution Statement A. Approved for public release: distribution is unlimited. 7
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o Status: Widely used commercially. Used in the DoD for identity federation, for some
cases.

e SPIFFE

o Description: “A set of open-source standards for securely identifying software
systems in dynamic and heterogeneous environments.” SPIFFE provides
“specifications for a framework capable of bootstrapping and issuing identity to
services across heterogeneous environments and organizational boundaries” [14].

o Status: Supports workload identity federation with Kubernetes and use of X.509,
mutual transport layer security (TLS), and JavaScript Object Notation (JSON) web
token (known as JWT) secure and verifiable ID authentication [14].

2.3.2 Device Security

A description and current status for device security open standards Trusted Platform Module
(TPM) and endpoint detection and response (EDR) are detailed as follows:

e TPM
o Description: A hardware-based security feature for secure cryptographic operations
that can securely store artifacts used to authenticate the platform (a personal
computer or laptop). These artifacts can potentially be passwords, encryption keys,
or certificates. A TPM can also be used to save platform measurements that help
ensure that the platform remains trustworthy [15].

o Status: Widely used and required to run Windows 11.

e EDR Standards
o Description: Standards for detecting and responding to threats on endpoints, often
guided by frameworks like MITRE Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK).

o Status: Commercially available and included in standards/guidelines such as the
MITRE ATT&CK framework [16], NIST SP 800-137 (“Information Security
Continuous Monitoring [ISCM] for Federal Information Systems and Organizations”)
[17], NIST SP 800-83 (“Guide to Malware Incident Prevention and Handling for
Desktops and Laptops”) [18], and Center for Internet Security Controls [19].

2.3.3 Network Security

Distribution Statement A. Approved for public release: distribution is unlimited. 8
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A description and current status for network security open standards TLS, internet protocol
security (IPsec), and zero trust network access (ZTNA) are detailed as follows:

e TLS

o Description: A protocol for providing “a secure channel between two communicating
peers” over a computer network. The only requirement from the underlying transport
is a reliable, in-order data stream [20].

o Status: Widely used across DoD networks and is currently at Version 1.3. This is
included in many Defense Information Systems Agency security technical
implementation guides [20].

e |Psec
o Description: A suite of protocols for securing internet protocol communications.

Commonly used to provide virtual private networks (VPNs) [21].

o Status: Widely used across DoD networks for many site-to-site and remote-access
VPN connections.

e ZTNA Standards

o Description: Guidelines and protocols for implementing zero trust principles in
network access [6].

o Status: Nascent/conceptual.
2.3.4 Application Security

A description and current status for application security open standards Open Web Application
Security Project (OWASP), software composition analysis (SCA), and OpenAPI specification
are detailed as follows:

e OWASP

o Description: Community-driven project focused on improving the security of software
[22].

o Status: Widely used and assists developers with understanding application security,
especially surrounding web applications.

e SCA Standards

o Description: Standards for analyzing and managing open-source components in
software. This includes OWASP software component verification standard for its

Distribution Statement A. Approved for public release: distribution is unlimited. 9
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dependency check tool [23], NIST SP 800-161 (“Cybersecurity Supply Chain Risk
Management Practices for Systems and Organizations”) [24], and
ISO/IEC 5230:2020 (“Information Technology—OpenChain Specification”) [25].

o Status: Commercially available.

e OpenAPI Specification

o Description: A standard for defining RESTful application programming interfaces
(APIls), allowing both humans and computers to discover and understand the
capabilities of a service without access to source code [26].

o Status: This open standard and Swagger are on Version 3.1.0 and are used in
DoD’s HTTP APIs. DoD officials are looking to enforce this across the DoD. CSIAC
also advocated for this standard’s use within its own programs of record.

2.3.5 Data Security

A description and current status for data security open standards advanced encryption standard
(AES) data loss prevention (DLP), and Secure/Multipurpose Internet Mail Extension (S/MIME)
are detailed as follows:

e AES
o Description: A symmetric encryption standard that is used worldwide [27].
o Status: Widely used and even acceptable by the National Security Agency for the
Commercial Solutions for Classified Program to transport classified information.
e DLP Standards
o Description: Standards and guidelines for preventing unauthorized data exfiltration.
o Status: Commercially available and seen extensively within standards/frameworks
such as ISO/IEC 27001:2022 (“Information Security, Cybersecurity, and Privacy
Protection—Information Security Management Systems—Requirement”) [28], NIST
SP 800-53 (“Security and Privacy Controls for Information Systems and
Organizations”) [29], General Data Protection Regulation [30], Payment Card

Industry Data Security Standard [31], and Health Insurance Portability and
Accountability Act (better known as HIPAA) [32].

e S/MIME

Distribution Statement A. Approved for public release: distribution is unlimited. 10
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o Description: An email encryption and signing industry standard widely used by
corporations to enhance email security. S/MIME is compatible with most enterprise
email clients [33].

o Status: Widely used. Functionality is built into Microsoft Outlook and 365.

3.0 Conclusions

Designing a network infrastructure and environment with zero trust in mind can significantly
enhance an organization’s cybersecurity posture. ZTA bolsters cyberdefenses by removing
implicit trust, enforcing least-privilege access, and continuously verifying and validating each
access request for resources. These security principles improve network visibility, monitoring
capabilities, incident response, and support for cloud services while still granting an organization
flexibility to scale its network to meet its demands. The open standards like OAuth 2.0, SAML,
SCIM, OpenAPI, IPSec, TPM, and TLS can further strengthen an organization’s cybersecurity
posture by ensuring secure authentication, efficient identity management, encrypted
communications, and hardware-compatible security. Due to the agnostic and interoperable
nature of open standards, secure protocols and best practices can be implemented across a
diverse set of information technology environments using ZTA. By combining and implementing
these technologies, organizations can create a more future-proof and robust security framework
that reduces insider and advanced persistent threats and addresses necessary compliance
requirements.
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