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Critical cybersecurity challenges are emerging across low earth orbit (LEO) satellite networks, spanning
both ground infrastructure and satellite platforms. This includes identifying key vulnerabilities, analyzing
real-world case studies, and applying strategic best practlces to safeguard space-based assets against an
increasingly sophisticated and adaptlve threat landsc |

- Overview of common satellite a
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)y Satellité systems:

& Vuln@rabilities in ground control and satellites -
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/& Strategies for hardening satellﬁ‘e c""‘berseeurlty
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4" Emerging standards and regulatory considerations

& Proof of concept and demo
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ountries with Space Frograms ZU

Space Agency Operational Level
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Source.: World Population Review. ‘Explore the World Population Through Date.” worldpopulationreview.com, accessed Jul\280

1U Standard 3U Standard

Dimensions: Dimensions:
10cmx10cm x 11 cm 10cmx10cm x 34 cm

FIGURE 2: 1U CubeSat CP1 (left)
he P10 (nght | Po

Source: National Aeronautics and Space Administration (NASA). “CubeSat 101.”
https.//www.nasa.gov/wp-content/uploads/2017/03/nasa_csli_cubesat 101_508.pdf,
October 2017.
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Program.” 2025.

TIREVERB CubeSat, by Thomas Jefferson

High School for Science and Technology
2U CubeSat (10 cm x 10.cm x 22.7 cm)
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AWS Ground Station A

Easily control satellites and ingest data with fully managed Ground
Station as a Service

Current Selections Announcements * Dec 11, 2023 * 6 min read
Get started with AWS Ground Station o - .
_ e Create new ways to serve your mission with Microsoft Azure Space »
As customers and partners have adopted and experimented with the Azure Space portfolio, new and interesting use cases are emerging that illus-
trate what' ible.
Sort by: Newest to oldest Aol el
Introduction to AWS
G d St t ° Reﬁne reSUIts Announcements * Sep 11, 2023 * 6 min read
& B Accelerating the pace of innovation with Azure Space and our partners >
] s Search
AWS Ground Station is a fully managed service that lets you Together with our partners, we are rapidly innovating to provide every space operator with the solutions to solve persistent challenges in new
control satellite communications, process data, and scale your Control m ways and capture new opportunities in the rapidly expanding space sector.
operations without having to worry about building or managing comt ns
L : Product category >
our own ground station infrastructure. Satellites are used for a ~
= X , _ Process data
wide variety of use cases, including weather forecasting, surface Announcements * Apr 11,2023 * 6 min read
imaging, communications, and video broadcasts. Ground stations ¥(e your operations ssssssssses, Audi
ki : . ience > : - : .

P N Azure Space technologies advance digital transformation across govemment agencies >

Station, you have direct access to AWS services and the AWS Since its launch, Microsoft Azure Space has been committed to enabling people to achieve more, both on and off the planet. This mission has

Global Infrastructure including a low-latency global fiber network. Content type ) transcended various industries, including agriculture, finance, insurance, and healthcare.
For example, you can use Amazon S3 to store the downloaded

data, Amazon Kinesis Data Streams for managing data ingestion
from satellites, and Amazon SageMaker for building custom Date ) Partnerships * Nov 17, 2022 * 7 min read
machine learning applications that apply to your data sets. You

can save up to 80% on the cost of your ground station operations = ¥ ¥ Any developer @n be a Space developer Wlth the new AZUl'e orb'tal Space SDK >

by paying only for the actual antenna time used, and relying on Today, we are announcing a crucial step towards democratizing access to space development, with the private preview release of Azure Orbital

the global footprint of ground stations to download data when ¥ Space Software Development Kit(SDK)—a secure hosting platform and application kit designed to enable developers to create in the cloud and
and where you need it. There are no long-term commitments, and e ; deploy and operate applications

you gain the ability to rapidly scale your satellite communications

: AWS = Amazon Web Services, Inc. Source: Azure Microsoft. ‘942 QLD - Ground
“Source:. AWS. ‘AWS Ground Station.” Station.” https://azure.microsoft.com/én

https./7aws.amazon.com/ground -statior, Payload Launch Traffic into 200 < h, = 1750km Payload Launch Traffic into 200 < h, = 1750km us/blog/content-type/announcements/,
aCCGSSGdJU/J/2025. Communication Navigation - ommunication Navigation JU/)/2025
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Cyberspace
Targeting Methodology

Motivation Intention Opportunity

Integrity Availability
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Source. Pixabay. 2025. htips.//pixabay.com/videos/codingscreenhacker-data-network-41263/
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Most modern satellite systems are engineered with multiple layers of safeguards and control
mechanisms, emphasizing fault tolerance through hardware and software redundancy, along with
embedded resilience features within their system architecture.

 Deployment of secure gateways
 Use of field-programmable gate z
e Watchdog scrlpts o]} t 1 "_ =
e Goldimage f-af .
. Securebo®t and flrmware verlflcatl B

* Rolé-based access control : wf* | - Y __ N
~ Multifactor authentication ===~ ~ . " NN
. % v ke | . -
* Ground segment security e R Y =

-----

* Command authentication; codes'b‘sli cryptographc hash to verify m;egﬂy

* End-to-end encryption: Advanced Encryptlon Standard:Wy stages explormg postquantum
cryptography

* National Institute of Standards and Technology (NIST) Special Publications 800-53 and
800-171 and NIST Interagency Report 8270
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Space Attack Research & Tactic Analysis (SPARTA)

Reconnaissance Resource Development Initial Access Execution Persistence Defense Evasion Lateral Movement Exfiltration Impact
9 techniques 5 techniques 12 techniques 18 techniques 5 techniques 11 techniques 7 techniques 10 techniques 6 techniques
===u o A T e BT s "
.. [S———— ooy mn
R
com s coprnietostt oot T g ety | 0 oot
Ny e ot Wyt oy
o
wowgy
wovgy
iy
S

Considered the MITRE Adversarial Tactics, Technlques and Common Knowledge Framework for space
attacks, SPARTA is intended to provide unclassmed information to space professionals about how
spacecraft may be compromised, sharlng tactics, techniques, and procedures.
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MALWARE AND ADVANCE THREAT ACTORS

The 2020 “Serpent Chaser” attack targeted a European aerospace company, aiming to steal
sensitive satellite technology and highlighted the ongoing and evolvmg threats faced by satellite

=

systems in the contemporary cybersecurlty land:

JAPT28

arexploitation

pg—— 3
Wecently (2024), Malware 4. STL opegate's y Ie\@ragmg compromlsed mobile devices,

particularly Android tablets used'B{;UkraI;marrmllltary peﬁonnel to gather sensitive data about

1% -

Starlink satellite terminals. The malw@a@‘mﬂects da@ available via application programing interface

functions on the moblle dew-ea, |nc~lﬁﬂ+ﬁ§ mformatlomabout the conflgmamﬁoﬁcohnected Starlink

satellite terminals.. =~ & JW R o~ :»:«-\_-xf e

#
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Development Llogin enabled: yes

SpaceX User Terminal.

userl login: root
Password:
.
+
+ +
+ +
+ +
+ + + + + + +
+ + + +
+ + + +
+ + +
+ + +
+ + +
+ + + +
- + + +

The Flight Software does not log to the console.
the output of the binaries, you can use:

If you wish to view

tail -f /var/log/messages

Or view the viceroy telemetry stream.

7
uid=0(root)

I [999:999H
aid=0(root) groups=0(root)

[6n[root@userl ~]# id
,10(wheel) , 1000(signers)
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» Glitch/crowbar MOSFET

d Castellated holes to mount to the UT PCB

WL

8 | Decoupling MOSFETS
?\

RP2040 @250MHz
PIO for triggering
and glitch generation

z! 10

2 channel MOSFET driver
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Glltched on Earth
by humans

Vo

Note: MOSFET =metal-oxide-semiconductor field-effect transistor, UT =ultrasonic testing, PCB = printed circuit board,
PIO =programmable input/output.

Source: Wouters, L. “Glifched on Earth by Humans: A Bladkox Security Evaluation of the SpaceX Starlink User Terminal.”
Black Hat USA 2022, htips.//i.blackhat.com/USAZ/Wednesaay/USZ22-Wouters-Glitched-On-Earth.pdf, 2022.
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| Fhespacecraft is altempling to align with thePerth ground station Partc Signal To Naise Tm'i:' 1)
This demo showcases the advanced TT&C system. A ground station (Perth) will uplink 5 Brisbane: Sqgnal To Norse &
commands to the spacecraft. The spacecraft will execute each command in order, & Gr - =

including pointing and data recording. The state of the IMU will be tracked internally and
_ then downlinked to the second ground station (Brisbane) on the last command. Finally,
this data is exported to a CSV file. All communication is done using the simulated
* network with packets and byte array communication. On-board data storage modules

¥ are on both the spacecraft and final ground station.
I------------—'
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Disclaimer: This videois |ntér$¥QJfor educatiopal and research purposes only.
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