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DTIC and CSIAC

The Defense Technical Information Center (DTIC) preserves, curates, and shares knowledge
from the U.S. Department of Defense’s (DoD’s) annual multibillion-dollar investment in science
and technology, multiplying the value and accelerating capability to the Warfighter. DTIC
amplifies this investment by collecting information and enhancing the digital search, analysis,
and collaboration tools that make information widely available to decision-makers, researchers,

engineers, and scientists across the Department.

DTIC sponsors the DoD Information Analysis Centers (DoDIAC), which provide critical, flexible,
and cutting-edge research and analysis to produce relevant and reusable scientific and
technical information for acquisition program managers, DoD laboratories, Program Executive
Offices, and Combatant Commands. The IACs are staffed by, or have access to, hundreds of
scientists, engineers, and information specialists who provide research and analysis to

customers with diverse, complex, and challenging requirements.

The Cybersecurity & Information Systems Information Analysis Center (CSIAC) is a DoDIAC
sponsored by DTIC to provide expertise in four technical focus areas: cybersecurity; knowledge
management & information sharing; modeling & simulation; and software data & analysis.
CSIAC is operated by SURVICE Engineering Company under contract FA8075-21-D-0001.

Tl Research

A chief service of the DoDIAC is free technical inquiry (T1) research limited to four research
hours per inquiry. This Tl response report summarizes the research findings of one such
inquiry. Given the limited duration of the research effort, this report is not intended to be a deep,
comprehensive analysis but rather a curated compilation of relevant information to give the
reader/inquirer a “head start” or direction for continued research.
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Abstract

The Cybersecurity and Information Systems Information Analysis Center (CSIAC) was tasked
with researching cybertools and technologies to differentiate between various cyberevents and
behaviors. CSIAC identified common cybersecurity shortcomings of small businesses, with the
correlation between the size of an organization and its access to viable cybertools,
technologies, and intelligence. CSIAC also identified how artificial intelligence (Al)-driven
behavioral analytics can assist in enabling security operation center (SOC) analysts and
cybersecurity professionals with protecting their threat environment and making informed
decisions. CSIAC identified cybertools and software commonly used in SOCs, their known
limitations, and Cybersecurity & Infrastructure Security Agency use cases of Al cybersecurity
solutions. The cyberlandscape is always changing with the constant addition of new software,
hardware, vulnerabilities, cyberthreats, and malware. As cyberadversaries continue to innovate
new, more sophisticated malware and intrusion methods, small organizations increasingly rely
on information technology products and services to run operations and store, transmit, and
process data. With the U.S. Department of Defense’s efforts to bring more small businesses
into the defense industry and its emphasis on eliminating cybersecurity gaps and protecting
government information systems, small businesses will need viable, practical, and actionable
cybersecurity guidance, solutions, and intelligence that enable them to cost effectively address
cybersecurity risks.
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1.0 Tl Request

1.1 Inquiry

How are cybertools and cybertechnologies used in differentiating between automated
reconnaissance and enumeration events, as well as hands-on-keyboard events?

1.2 Description

The Cybersecurity and Information Systems Information Analysis Center was asked to provide
information on cybertools and technologies that can distinguish between different cyberevents.
The inquirer noted the existence of shortcomings in the cybersecurity and threat hunting
capabilities specifically for small organizations and wanted examples of how to bridge the gap in
capabilities using artificial intelligence (Al)/machine learning (ML) software solutions and
platforms.

2.0 Tl Response

2.1 Challenges Small Businesses Face in Security Operation
Centers (SOCs)

What is a small business? The U.S. Small Business Administration (SBA) “defines a small
business by firm revenue (ranging from $1 million to over $40 million) and employment (from
100 to over 1,500 employees). For example, according to the SBA definition, a roofing
contractor is defined as a small business if it has annual revenues of $16.5 million or less” [1].
Small businesses are the pillars of foundation for the U.S economy and make up most of the
businesses in the United States. In fact, the SBA reveals that “33.3 million businesses in the
United States qualify as small businesses, making up 99.9% of all U.S. businesses” [2]. “Small
businesses employ 61.7 million Americans, totaling 46.4% of private-sector employees” [3].
These numbers not only reflect the dominance of small enterprises in the business sector but
also show their significant role in generating employment and contributing to economic stability.
Even though small businesses make up the majority of the U.S. economy, they are more likely
to not be properly prepared or lack the ideal setup to be ready to respond to a cyberevent.
Small businesses tend to lack the personnel, budget, cybersecurity training, and threat
intelligence to react to a cyberattack or incident efficiently and effectively. These factors are
also the main reasons why cyberadversaries view small businesses as easy targets; they are
the least prepared to fend for themselves in the cyber-realm.

Distribution Statement A. Approved for public release: distribution is unlimited. 1
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2.1.1 Lack of Personnel

As the name of this section implies, small businesses do not have a huge number of
employees. Therefore, in wake of a major cyberevent, small businesses are at a disadvantage
in having the right hands on deck to respond correctly at scale. The Western
Telecommunications Alliance (WTA) is [4]:

...a national trade association comprising more than 250 rural broadband
telecommunications carriers [and has provided] its comments on the
Preliminary Cybersecurity Framework proposed by the National Institute
of Standards and Technology (NIST).

WTA’s members and other small rural companies have little hope of
being able to hire or retain experienced cybersecurity professionals and
generally lack the resources to allow their small technical and
administrative staffs to devote more than a couple hours per week to
cybersecurity activities. For example, a small carrier with [two to five]
somewhat cyberknowledgeable managers and technicians will drop
everything to react to a cyberattack or tangible threat but does not have
the staff resources to engage in extensive cybersecurity meetings,

planning and training.

This highlights a common problem that small businesses have when developing an initial
cybersecurity plan and delegating responsibilities to their limited number of employees.
According to small business statistics, “only 14% of small businesses have a dedicated
cybersecurity team [and] 22% of small businesses do not have any type of cybersecurity plan in
place” [5].

2.1.2 Cybersecurity Is Not Prioritized

The smallest of small businesses is the least concerned about cyberattacks. On CNBC'’s
SurveyMonkey Small Business Index Q2 2022 Survey [6], which surveyed 2,027 small
businesses, only 5% of businesses expressed cybersecurity to be the biggest risk to their
business. In Hiscox’s annual Cyber Readiness Report [7], only about 33% of U.S. small
businesses consider cyber-risk high or very high. In addition, 61% of businesses surveyed
expressed no concern that they would be the victim of a cyberattack within the next year. Few
small business owners rate cyberthreats as their top business risk, and fewer than half consider
it to be a concern. Nevertheless, a majority expresses confidence in the ability to respond to a

Distribution Statement A. Approved for public release: distribution is unlimited. 2
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cyberattack. According to the survey, 62% of the businesses stated they were confident in their
ability to respond quickly to a cyberevent [6]. To cover for information system, computer, or
technology-related losses associated after a cyberevent, 53% of small businesses have opted
to use standalone cyber-risk insurance, cyberliability insurance, or cybercoverage through
another policy to protect themselves [7].

2.1.3 Budget Constraints and Lack of Cybertraining and Intelligence

According to an UpCity article and survey [8], 68% of small businesses paid anywhere between
$0-$1,999 on cybersecurity per month pre-COVID. That number jumped to 72% in 2022.
“Despite a 10% increase in median [information technology] IT budgets and a 24% increase in
cybersecurity spending over the next 12 months, 59% of small businesses did not use
security-awareness training. Further, 43% of the businesses surveyed did not have
network-based firewalls” and 41% did not use data-backup recovery and restoration systems
[7]. Budget constraints on small businesses make it hard to hire dedicated cyberstaff to
manage and maintain their threat environment. This lack of funds also creates an issue with
having the proper equipment and software at hand to respond to cyberincidents. For the
personnel that a small business may have on hand to respond, a lack of cybertraining leaves
employees unprepared for social-engineering attempts, malware execution attempts, and

common human error that is experienced.

Along with the lack of training and proper systems to protect a small organization, small
businesses may feel overwhelmed by the huge amount of information out there on potential
vulnerabilities, threats, and solutions. Without the proper training or intelligence to know where
to look for known and emerging threats, small organizations are at a big disadvantage. Some
cyberthreat intelligence platforms are even “for pay” or paired with existing threat detection and
response software that need to be purchased. This overload of information may make it hard
for small businesses to know exactly where to start with cybersecurity and can prevent an
organization from acting at all and, rather, accepting all the risk. Having a lack of skilled
professionals and proper cybertools makes it difficult to maintain an organization’s cybersecurity
posture, strategy, and policies. This lack of resources creates gaps in knowledge, experience,
and cyber-response capabilities, making organizations less prepared to address a
cyberincident. According to small business statistics, “the average cost of a cyberattack on a
small business is $200,000 [and about] 60% of small businesses that suffer a cyberattack go
out of business within 6 months” [5]. Improving cybersecurity for most organizations is not seen
as a profitable endeavor, and they will try to reduce cybersecurity risk as much as possible with

the least capital.
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2.1.4 Data Overload

The overall cybersecurity landscape has changed drastically within the past decade. One major
driver of this change is the increase in the amount and size of the data being processed. “The
amount of data generated annually has grown year over year since 2010. It is estimated that
90% of the world’s data was generated in the last two years alone” [9]. Additionally, every two
years, the volume of data across the world doubles in size. “In the space of 13 years, this figure
has increased by an estimated 74x from just 2 zettabytes [ZB] in 2010. The 120 ZB generated
in 2023 are expected to increase by over 150% in 2025, hitting 181 ZB” [9].

Many of today’s IT environments are hybrid or multicloud to handle the constant influx of raw
data and new intelligence the organization’s hardware, software, and applications may output.
Cybersecurity teams often have to leverage and switch between various cybertools to sift
through stored data streams and complete tasks such as troubleshooting, threat hunting, and
vulnerability assessments. This reliance on multiple IT management, monitoring, and response
tools to complete the same or similar tasks is known as tool sprawl. This overuse of multiple
tools can create an overwhelming sea of IT alerts and metrics. Too much IT and log data create
a challenge of analyzing and pinpointing specific issues, reducing response times, and limiting
troubleshooting accuracy. This can complicate things and make it hard for a cyberprofessional
to make sense of the data and correlate them to the underlying cyberissues.

2.1.5 Small Organizations Are Seen as “Easy Targets”

According to Verizon’s “2024 Data Breach Investigations Report” [10]: “14% of breaches
involved the exploitation of vulnerabilities as an initial access step [and] 15% of breaches
involved a third-party or supplier, such as software supply chains, hosting partner
infrastructures, or data custodians. [Further,] 68% of breaches involved a nonmalicious human
element, like a person falling victim to a phishing attempt or making an error.” Roughly one third

of all breaches involved ransomware or some other extortion technique.

Cyberadversaries are aware of the shortcoming of small businesses in the cyber-realm. There
is a common perception that small businesses are easier targets due to the belief that they have
weaker defenses and are not as likely to have robust cybersecurity capabilities. Small
businesses may not have the financial power of larger corporations, but they still have enough
monetary value and relevance to motivate hackers. A small business may also be in
partnership with larger organizations in its supply chain. Attackers can gain an understanding of
the interconnectedness of business operations and target a small business within a supply
chain to get access to the larger organizations’ systems and data. This type of calculated

Distribution Statement A. Approved for public release: distribution is unlimited. 4
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targeting can expose customer data, payment information, intellectual property, and trade
secrets. In the case of the U.S. Department of Defense (DoD), government/military information
systems can be at risk, as well as controlled unclassified information (CUI) and classified

documents.

An example of this concept at play can be seen firsthand with the July 2024 leak of documents
stolen from Pentagon contactor, Leidos [11].

Hackers...breached the systems of Leidos Holdings, a major contractor
for the U.S. government, and leaked stolen internal documents online.
The leak is believed to be tied to a previously disclosed breach of a
Diligent Corp system that Leidos used [to host information for internal

investigations.]

A spokesperson from Diligent stated that the leak appears to have
stemmed from a 2022 hack affecting its subsidiary Steele Compliance
Solutions, acquired in 2021.

The breach of Diligent in 2022 reportedly involved two separate incidents,
which have now led to the exposure of sensitive documents from Leidos.

A hack of a company’s subsidiary in 2021 eventually led to the breach of a larger organization’s
sensitive data three years later. This situation highlights the current challenges and risks faced
by major IT service providers in protecting critical information [11].

2.1.6 Need for Compliant Systems and Applications

For small businesses to be awarded new contracts with the DoD, organizations should be
aiming to be Defense Federal Acquisition Regulation Supplement (DFARS) and Cybersecurity
Maturity Model Certification (CMMC) compliant. DFARS outlines a common set of cybersecurity
regulations that defense contractors and suppliers must follow, such as intrusion monitoring,
cyberincident reporting, proper handling of CUI information, ensuring subcontractor compliance,
and meeting requirements outlined in NIST Special Publication (SP) 800-171 [12]. The CMMC
program is based on DFARS 252.204-7012 [13], builds on its concepts to add a verification
component, seeks to verify the cybersecurity of defense contractors relative to

NIST SP 800 171 [12], and further strengthens the defense industrial base. The CMMC
program ensures that private-sector companies doing work for the DoD as part of the defense
industrial base demonstrate that their computer networks and cybersecurity practices are up to

Distribution Statement A. Approved for public release: distribution is unlimited. 5
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the task of defending against intrusions by adversaries who may want access to sensitive
unclassified information, CUI, and data about federal government contracts and weapons
systems development. CMMC assessments will be available as early as quarter (Q)1 2025,
and a phased rollout of CMMC as a contractual requirement is estimated to begin around Q3 of
2025. CMMC has recently been simplified from five to three maturity levels (Figure 1).

CMMC Model

__ Model ________Assessment
134

e DIBCAC assessment
requirements (110 from every 3 years
NIST SP 800-171 r2 ¢ Annual Affirmation

plus 24 from 800-172)

e C3PAO assessment every 3

“ 0 years, or

I_[VEI_ 2 requirements aligned o Self-assessment every 3
with NIST SP 800-171 years for select programs.
r2 e Annual Affirmation

15

requirements aligned
with FAR 52.204-21

Annual self-assessment
Annual Affirmation

Note: DIBCAC = Defense Industrial Base Cybersecurity Assessment Center, C3PAO = CMMC Third-Party Assessment
Organization. NIST SP 800 171 [12], NIST SP 800-172 [14], Federal Acquisition Regulation (FAR) 52.204-21 [15].

Figure 1. CMMC Model [16].

An article by Lopez details the three levels, as described by the director of the CMMC program

management office [17]:

Level one compliance asks contractors to self-assess their ability to
provide basic protection of federal contract information. At level two,
which deals with general protection of [CUI], companies will either
self-assess or seek assessment by a CMMC third-party assessment
organization, depending on the nature of the information they will be

expected to process.
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For level three, the highest level, compliance requires companies to
demonstrate an ability to protect higher levels of [CUI]. Certification at
this level must be completed with an assessment by [the] DoD’s own
Defense Industrial Base Cybersecurity Assessment Center.

The CMMC has also been simplified in other ways to make it easier for
private companies to demonstrate cybersecurity compliance and become
eligible to contribute to national security.

Although CMMC’s maturity levels have been simplified, “it typically takes organizations
anywhere from 6 to 18 months to prepare [for a CMMC] assessment” [18]. This can take even
longer if any issues arise along the way. Small businesses may find CMMC compliance to be
an expensive task and may not be able to recoup losses. Given the technical expertise required
to make necessary cybersecurity changes, small organizations may also find obtaining CMMC
certification to be too complex a task to handle on their own.

Regarding cloud applications used by small businesses within the DoD, they must be authorized
by the Federal Risk and Authorization Management Program (FedRAMP). FedRAMP was
established “in 2011 to provide a cost-effective, risk-based approach for the adoption of secure
cloud services...across the federal government by providing a standardized approach to
security and risk assessment” for cloud technologies and federal agencies [19]. According to
FedRAMP, compliance is required for all cloud-service providers that offer services to federal
agencies and all federal agencies that transmit sensitive data over the cloud. FedRAMP
maintains a searchable and sortable “marketplace” for authorized cloud software that has
achieved FedRAMP designation, making it easier to find cloud software. FedRAMP helps
eliminate redundant and inconsistent efforts, supports the adoption of cloud computing and
innovative technologies, and promotes the use of properly secured systems and applications.
Small businesses can potentially find themselves limited by the selection of
FedRAMP-authorized software and may need to make adjustments to their current IT
environment to integrate specific applications. These adjustments can be costly and take
significant time to implement. Resources required for small businesses seeking to obtain
FedRAMP authority to operate can pose a huge barrier. This can cause a business to continue

using unauthorized software to maintain operations.

2.2 Al-Driven Analytics

This section describes types of Al analytics, behavioral analytics, how Al-driven behavioral
analytics works, and what benefits they provide.

Distribution Statement A. Approved for public release: distribution is unlimited. 7
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2.2.1 Types of Al Analytics

Four types of Al analytics are [20]:

1. Descriptive Analytics: Al is used to sift through large amounts of structured and
unstructured data to identify patterns, trends, and correlations to provide an accurate
and comprehensive understanding of past performance.

2. Diagnostic Analytics: Al analyzes complex datasets to correlate information and
understand the root cause of an event or issue.

3. Predictive Analytics: Al uses advanced algorithms to examine historical data and
identify patterns, supporting more accurate predictions for future trends and outcomes.

4. Prescriptive Analytics: Al analyzes datasets and provides actionable recommendations,
suggesting a best course of action for different scenarios to aid decision-makers.

2.2.2 Behavioral Analytics

Behavioral analysis within an SOC involves observing a threat environment’s activity within its
systems; trying to decern between normal, acceptable behaviors and anomalous activity; and
identifying potential threats. A traditional intrusion detection system (IDS)/intrusion prevention
system (IPS) will use a predefined rule-based or signature-based system of detection for
potential threats. This method has worked well for threats that are known and have a good
amount of cyberthreat intelligence surrounding them, but they fail to meet the needs required to
detect new, previously unseen cyberattacks, malware, and zero-day exploits. Adversaries are
always evolving and finding new ways to infiltrate internal networks and remain hidden. Waiting
to find a formally recorded cyberincident or example of malware in use just to combat against it
is not ideal and can leave an organization two steps behind threat actors [21].

2.2.3 How Does Al-Driven Behavioral Analytics Work?

Using Al for behavioral analytics can touch many of the same concepts as the previously listed
types of Al analytics. Al-enabled behavioral analytics starts by collecting data from current
technology stacks and systems during normal hours of operation. These data include user
activities, system logs, and network traffic. This is done to establish the foundation and baseline
for what is considered normal in an organization’s engagement, devices, applications, files, and
network. An Al algorithm will use these collected data to train itself on what organizational
behaviors in the system it observed to be normal. The more diverse, robust, and
comprehensive the collected data are, the more accurate the algorithm can distinguish
behaviors from normal and abnormal. The trained Al system that is deployed will continuously
and actively monitor system activities to identify behaviors and patterns. If the Al algorithm

Distribution Statement A. Approved for public release: distribution is unlimited. 8
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discovers a pattern of behavior that deviates from the baseline norm established in training,
then it flags the unusual behavior as an instance of a potential security threat. These anomalies
can range from large-scale security breaches to minor policy violations. At this point, a human
within the loop will review the cyberevent to ensure that the Al algorithm has flagged the
anomalous behavior accurately and will then quickly try to correct flag issues if need be. This
process of review for the Al algorithm’s output also provides an opportunity to reinforce and
improve the Al algorithm over time, through minor adjustments [21]. Figure 2 depicts an Al
correlation map to support network detection.

b
e.'.
L i

L

ate

Figure 2. Al Correlation Network Map From dMetrics’s Platform
to Support Threat Network Detection [22].

2.2.4 What Benefits Do Al-Driven Behavioral Analytics Provide?

Some benefits of Al-driven behavioral analytics are [21]:

¢ Ability to Handle Large Volumes of Data at Scale: These systems have the capacity to
process and analyze huge datasets quickly. They can also scale up to larger networks
while maintaining threat-detection capabilities.

e General Holistic View: These systems have the ability to analyze patterns of behaviors
across an organization’s complete attack surface, providing a line-of-threat defense that
is not limited by attack methods used by adversaries or specific tools. The
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generalization of behavioral patterns provides an adaptable defense against a wide
spectrum of cyberattacks, including unseen and zero-day threats.

¢ Real-Time Threat Detection and Quick Response Times: Al-driven behavioral analysis
systems detect anomalies as they happen, allowing an instantaneous response to
threats and minimizing the effects they may have caused.

o Predictive Capabilities: By training on previous behaviors, cyberevents, and trends,
Al-driven algorithms are able to anticipate potential threats in the future, moving away
from relying solely on static libraries or policies and allowing for preemptive measures to
reduce risk.

e Ability to Reduce False Positives: With ongoing training, retraining, and human
intervention via corrections, these Al algorithms improve their ability to differentiate
between anomalous activity and a benign deviation from the norm. This reduces the
resources and time spent sifting through and investigating false positives.

¢ Cloud Utilization: Al-driven behavioral analysis can leverage cloud resources for use of
viable, up-to-date cyberthreat intelligence and to conduct large-scale analysis alongside
a huge set of variables and data.

2.3 Common Cybertools Used in SOCs and Potential Al
Solutions

This section discusses common cybertools used in SOCs, Al-driven cybersecurity concepts,
and DoD and government use cases for cybersecurity.

2.3.1 Common Cybertools Used in SOCs

The following details common cybertools used in SOCs, along with their limitations and the
benefits Al-enabled solutions can provide.

o |IDS: “A network security tool that monitors network traffic for known malicious activity,
suspicious activity, or security policy violations” [23].

o Limitations

- Can require ample resources to implement, such as network bandwidth, storage
capacity, maintenance, and capital.

- Is only meant to detect activity and violations and is not designed to act on those
events.

- Needs experienced human engineer to analyze and act on data.

- Relies on malware signature libraries that need to be constantly updated.
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- Can have data overload.
- Can have false positives.

o Benefits Al-Enabled Solutions Can Provide

- Uses behavioral analytics and Al algorithms to detect deviations in baseline
operations.

- ldentifies known and unknown threats, eliminating the reliance on only signature
libraries.

- Is highly scalable to handle large amounts of data to reduce overload.

- Reduces false positives with intelligent analysis, correlation and contextual

understanding of network environment and behavior.

e |PS: A network security tool that monitors network traffic for potential threats, blocks
threats through an automated process, alerts the security team, and eliminates risky
connections [24].

o Limitations

- Can require ample resources to implement, such as network bandwidth, storage
capacity, maintenance, and capital.

- Relies on malware signature libraries that need to be constantly updated.

- Relies on a set of predefined security policies, controls, and rulesets that must be
configured correctly and fine-tuned.

- Can have data overload.

- Can have false positives.

o Benefits Al-Enabled Solutions Can Provide

- Uses behavioral analysis and Al algorithms to detect deviations in baseline
operations.

- ldentifies known and unknown threats, eliminating the reliance on only signature
libraries.

- Allows IPS to dynamically make changes to mitigate intrusions, eliminating the
reliance on predefined security policies and rulesets.

- Is highly scalable to handle large amounts of data to reduce overload.

- Reduces false positives with intelligent analysis, correlation, and contextual

understanding of network environment and behavior.
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o Firewall: A network security tool that filters, monitors, and blocks network traffic passing
between network gateways based on a set of predefined security policies/rules an
organization creates [25].

o Limitations

- Relies on a set of predefined security policies, controls, and rulesets that must be
configured correctly and fine-tuned.

- Can protect against known cyberthreats but will not be able to respond to
complex cyberattacks and threats like zero-day exploits.

- Cannot stop internal users from accessing data or information from malicious
websites, making them vulnerable to internal threats or attacks.

o Benefits Al-Enabled Solutions Can Provide

- Allows firewall to dynamically make changes to mitigate network intrusions,
eliminating the reliance on predefined security policies and rulesets.

- Uses behavioral analytics and Al algorithms to detect deviations in baseline
operations and identify complex cyberattacks and threats like zero-day exploits.

¢ Network Detection and Response (NDR): A network security technology that
continuously monitors network traffic from physical and cloud-based environments to
enable security teams to detect abnormal system behaviors by applying behavioral
analytics to network traffic data. It detects adversary activity, responds to incidents, and
improves organization security posture [26].

o Limitations

- Can require ample resources to implement, such as network bandwidth, storage
capacity, maintenance, and capital.

- Has lack of scope. NDR is a standalone solution that only monitors network
traffic and cannot view events that happen on endpoints, such a registry change
on a workstation.

- Cannot respond to complex multidomain cyberattacks and threats.

- Can have data overload.

- Can have false positives.
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o Benefits Al-Enabled Solutions Can Provide

- Is highly scalable to handle large amounts of data to reduce overload.
- Reduces false positives with intelligent analysis, correlation, and contextual

understanding of network environment and behaviors.

¢ Endpoint Detection and Response (EDR): An endpoint security tool that continuously
monitors end-user devices to detect and respond to potential cyberthreats [27].

o Limitations

- Has lack of scope. EDR is a standalone solution that only focuses on endpoint
logs for devices and has limited network scope.

- Cannot respond to complex multidomain cyberattacks and threats.

- Relies on malware signature library that needs to be constantly updated.

- Can send alerts automatically, but some events may still require a manual review
of endpoint data or intervention for incident response to prevent cyberattacks.

- Can have data overload.

- Can have false positives.

o Benefits Al-Enabled Solutions Can Provide

- ldentifies known and unknown threats, eliminating the reliance on only signature
libraries.

- Is highly scalable to handle large amounts of data to reduce overload.

- Reduces false positives with intelligent analysis, correlation, and contextual
understanding of endpoint landscape and behaviors.

e Extended Detection and Response (XDR): A unified security incident platform that
collects threat data from multiple data streams, including endpoint data, network data,
and cloud data within an organization technology stack. XDR leverages data correlation
across various sources to detect complex and coordinated attacks and also offers

automated response actions, enabling rapid containment and mitigation of threats [28].
o Limitations

e |s a complex mutidomain solution that requires ample capital, resources,

expertise, and a careful implementation planning process.
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e Can have data overload.
o Can create false positives for the diverse types of data being correlated.

o Benefits Al-Enabled Solutions Can Provide

- Is highly scalable and able to handle large amounts of data of diverse data types.
- Reduces false positives with intelligent analysis, correlation, and contextual
understanding of unified security environments and behaviors.

o Security Information and Event Management (SIEM): A cybersecurity solution that helps
organizations collect, analyze, and correlate log data and security event data from
various sources within an IT infrastructure. SIEM systems provide real-time monitoring,
threat detection, incident response, and compliance management capabilities [29].

o Limitations

- Has lack of scope. SIEMs are standalone systems that focus on various log data
and provide limited endpoint visibility.

- Requires a large cost and ample resources for implementation, maintenance,
and ongoing use of system.

- Primarily relies on rule-based correlation that needs to constantly be updated and
fine-tuned manually.

- Can have data overload. The large amount of log data can bring about many
alerts.

- Can have false positives.

o Benefits Al-Enabled Solutions Can Provide

- Can dynamically correlate events and assets, eliminating the reliance on
predefined rule-based correlation.

- Is highly scalable and able to handle large amounts of log data.

- Reduces false positives with intelligent analysis, correlation, and contextual

understanding of unified security environments.

e Security Orchestration, Automation, and Response: A security tool “that enables
security teams to integrate and coordinate between separate security tools, automate

repetitive tasks, and streamline incident and threat response workflows” [30].
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o Limitations

- Cannot address organizations poor cybersecurity structure, policies, and culture.
- Must send automated workflows correctly and implement them carefully.

o Benefits Al-Enabled Solutions Can Provide

- Can carry out automated workflows with less human intervention in between.

- Has workflows and can be easily tested for efficiency.

¢ Managed Detection and Response (MDR): An outsourced cybersecurity service that
combines advanced technology and human expertise to provide endpoint, network, and
cloud environment monitoring 24/7, as well as threat detection and response [31].

o Limitations

— Still requires an outsourced MDR team to have context and knowledge of the
internal IT environment.

— May not support current technology stack and may therefore have a need for
replacement of applications to integrate. MDRs normally do not allow for custom
thread feed integration [32].

— Has limited visibility into the extent of the MDR investigation.

— Has possibility that the security operation metrics used to convey information
may not be ideal for the insight the organization wants to gain.

— Relies on third party for a good chunk of cyberoperations.

o Benefits Al-Enabled Solutions Can Provide

- Provides MDR teams with the ability to leverage Al/ML capabilities and benefits
to aid in providing third-party services.

- ldentifies known and unknown threats, eliminating the reliance on only signature
libraries.

- Is highly scalable to handle large amounts of data to reduce overload.

- Reduces false positives with intelligent analysis, correlation, and contextual

understanding of endpoint landscape and behaviors.

e Threat Intelligence Platforms: An informational tool that provides security teams with
intel on known malware and other threats giving accurate and efficient threat

identification, investigation, and response capabilities. Allows cyberprofessionals to
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spend more time analyzing data and investigating potential threats, instead of
developing their own threat knowledge base. Threat intelligence platforms also enable
security and threat intelligence teams to easily share threat intelligence data with
relevant stakeholders, security systems, and the greater cybercommunity [33].

o Limitations

- With the ever-changing diversity of the cyberthreat landscape, security teams are
forced to process larger sets of data through more security tools.

- To make informed decisions, these platforms need an understanding of the full
context surrounding a threat that includes historical data, relationships among
data objects, data about the adversary, and background on how the threat has
been used in the past [34].

- Can be challenging for less experienced cyberprofessionals to make sense of the
threat data.

o Benefits Al-Enabled Solutions Can Provide

- Allows for easy sharing of threat information between organizations over the
cloud.
- Can integrate threat intelligence feeds into the cybersolutions to aid in

correlation, threat detection, and intrusion mitigation.

¢ \Vulnerability Scanners: An automated tool that can scan an organization’s network,
specific devices, or web applications for weaknesses in its environment. Can also
provide insight into the risk associated with each vulnerability and recommendations on
how to mitigate that vulnerability [35].

o Limitations

- Often operates on predefined checks, policies, and controls, so the scanner is
only as good as the rules coded into it.

- Can lack depth in understanding the more intricate aspects of an IT environment,
applications, and nuanced business logic.

- Can have false positives.
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o Benefits Al-Enabled Solutions Can Provide

- Allows vulnerability scanners to dynamically scan for vulnerabilities, factor in new
threat intelligence, and eliminate the reliance on predefined security policies and
rulesets.

- Allows scanner to better correlate and understand IT environments.

- Reduces false positives with intelligent analysis, correlation, and contextual

understanding of unified security environments and behaviors.

Figure 3. An Air Force Captain Cyberoperator Assigned to the 276" Cyber Operations
Squadron, Maryland Air National Guard, Works on Computer at Home After
Participating in the Cybershield Exercise [36].

2.3.2 Al-Driven Cybersecurity Concepts

Al and ML are huge disruptors throughout many industries and are core components of many
next-generation cybersecurity tools used within SOCs. Due to Al’s distinctive capacity to
process and analyze large amounts of data, differentiate behaviors, correlate events and
dependencies, and generate predictive insights in a short period of time, Al-based analytics and
cybersecurity have been applied across a wide range of tools and use cases.
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In most Al-powered IPSs, SIEMs, and XDRs, regular end-to-end processes are automated and
conducted autonomously, significantly reducing the workload of security analysts and enabling
them to strategize and focus more on mitigating threats. Al can improve the accuracy and
response time in these tools, as it automatically identifies threat patterns and deviations from
baseline operations, in return reducing alert fatigue in security staff and decreasing security
risks and false positives. As organizations increasingly move their IT operations to the cloud,
cloud-native, next-generation, cybersecurity applications are giving organizations the scalability
and flexibility they need to expand their security capabilities as they evolve. For example, the
deployment and maintenance of traditional on-premises SIEMs can take up significant time and
resources, making it unrealistic for smaller companies to handle. Cloud-based SIEMs do not
present less of those hurdles, as they have a quicker onboarding process and require less
upkeep. Cloud-based delivery SIEMs enable all users and devices within a network to be
managed from a single dashboard, providing convenience and ease of use. The
implementation of cloud-based cybersecurity applications opens the door for the integration of
cyberthreat intelligence feeds within SIEMs. This enables organizations to monitor and
compare their internal data with information and insights contained in threat feeds. It also
ensures that organizations are well equipped by having a good grasp of the threat landscape as
it evolves, in real time.

Traditional vulnerability scanners use a set of predefined signatures, patterns, and rules to
assess vulnerabilities. This software, while still valuable, is not able to keep up with the
changing landscape of cyberthreats and relies on predefined checks, policies, and controls.
Al-powered vulnerability scanners use ML algorithms to train on huge amounts of up-to-date
cyberthreat intelligence data to help identify potential vulnerabilities proactively, not reactively
[37]. The continuous training from ML allows the scanner to pick up on vulnerabilities that would
go under the radar for a traditional scanner. Al-driven vulnerability scanners adapt to
environments dynamically and detect activities that stray away from expected behaviors,
empowering SOC teams to discover vulnerabilities before they can be exploited and be a step
ahead of emerging threats and risks. Al-powered vulnerability scanning provides insights into
the potential impact of vulnerabilities on business operations, helping organizations make
informed decisions about resource allocation and risk mitigation strategies without having the
most in-depth and up-to-date cyberthreat intelligence. By automating the vulnerability scanning
process, the reliance on manual intervention is reduced. This allows an organization to initiate
more frequent and comprehensive scans, improving security posture as a whole.
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An organization also needs solid risk assessments to identify the risk associated with each
vulnerability it detects. Al-led risk assessments and prioritization can tackle that. An Al
algorithm can potentially factor in various details on the vulnerability, how critical the system is,
dependencies within the system, and the potential impact of exploitation. The algorithm can
then assign a risk score to that vulnerability, which can provide a more accurate representation
of the risk landscape.

These concepts also apply to Al-powered code analysis tools that can be used to scan and
analyze the current state of software code syntax and logic. The Al-code analysis tool can be
used to identify bugs, errors, insecure practices, and potential vulnerabilities and where errors
are likely to occur. Al tools can even utilize generative artificial intelligence (GenAl) to make

recommendations on code and how to solve errors.

Large language models (LLMs) and natural language processing (NLP) help these Al algorithms
facilitate the rapid extraction of insights from unstructured text, expediting threat analysis. They
also help with understanding meaning, and intent, synthesizing data into a human-consumable
format or summary. Al algorithms allow for chatbot interface or copilot, powered by LLMs and
NLP, which can provide information or recommendations, based on the structure and status of

current applications, systems, and environments [38].

2.3.3 DoD and Government Al Use Cases for Cybersecurity

This section details use cases that the U.S. Department of Homeland Security (DHS),

U.S. Department of the Air Force (DAF), U.S. Space Force (USSF), U.S. Army Cyber Command
(ARCYBER), Defense Technical Information Center (DTIC), and Cybersecurity and
Infrastructure Security Agency (CISA) have for improving their cybersecurity posture using
Al-enabled tools.

2.3.3.1 DHS: Commercial GenAl for Code Generation. DHS employees are permitted to
use commercially available GenAl for code generation in day-to-day work. These tools can
dynamically create usable code through plain-language prompts submitted by the user. They
use NLP and LLM to produce code in many different programming languages and for a variety
of tasks [39].

o Al Techniques Used: GenAl, ML, NLP
o Stage of System Development Life Cycle: Operation and Maintenance
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2.3.3.2 DAF and USSF: Nonclassified Internet Protocol Generative Pretraining
Transformer (NIPRGPT). On 10 June 2024, the DAF announced that it would be launching a
GenAl chatbot called NIPRGPT that would be hosted on the Nonclassified Internet Protocol
Router Network (known as NIPRNet). This common access card (commonly known as
CAC)-enabled GenAl tool can answer questions and assist with tasks such as correspondence,
code analysis and generation, and background papers, all within a secure computing
environment. The NIPRGPT project is an opportunity to understand key metrics like
computational efficiency, resource utilization, and security compliance [40].

€ REsgARCH LP®

Figure 4. NIPRGPT [41].

2.3.3.3 ARCYBER: Panoptic Junction. According to a DefenseScoop article by J. Harper
[42]:

ARCYBER is piloting an Al/ML platform that will enable scalable,
continuous security monitoring of networks and platforms. It analyzes
system compliance, threat intelligence, and streaming cyberevent data,
which will enable advanced detection of adversary activity, malware, and
anomalies at speeds that human analysts could not come close to. But
not only is it fast, it's agile. It is rapidly taking the pulse of networks and
assimilating threat information simultaneously, protecting networks in real
time. And it is performing these security assessments in the lens of what
is most applicable to the specific architecture.

2.3.3.4 CISA. This section discusses the Al-enabled cyberuse cases of CISA, which includes:
cyberincident reporting and cyberthreat intelligence feed correlation, advanced network anomaly
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and SIEM-alerting models, critical infrastructure anomaly alerting, cybervulnerability reporting,
advanced analytic-enabled forensic investigation, automated indicator sharing (AlS) and
automated personally identifiable information (PIl) detection, and automated indicator sharing
scoring and feedback (AS&F).

e Cyberincident Reporting and Cyberthreat Intelligence Feed Correlation: Cyberthreat
intelligence feed correlation uses Al-enabled capabilities to provide accelerated
correlation across multiple incoming information feeds. This enables more timely
enrichment to improve the externally shared information feeds. Al allows the algorithm
to use the information items and results to learn the most efficient ways to perform the
task. Additionally, tailored algorithms could be created to provide sustained surveillance
of threat actor Tactics, Techniques, and Procedures [39].

o Al Techniques Used: ML, NLP
o Stage of System Development Life Cycle: Initiation

e Advanced Network Anomaly and SIEM-Alerting Models: Threat-hunting and SOC
analysts are provided with terabytes per day of log data. Manually developed detection
alerts and automatic correlation in SIEM are common but not comprehensive. Many
cyberattacks can be probabilistically determined given sufficient training data and time.
Analysts use automated tooling to further refine the alerts they receive and produce
additional automated alerts based on aggregated information and curated subject matter
expertise. This tooling provides CISA analysts with the capabilities to comb through data
in an automated fashion with mathematically and probabilistically based models to
ensure high-fidelity anomalies are detected in a timely manner [39].

o Al Techniques Used: ML

o Stage of System Development Life Cycle: Initiation

e Critical Infrastructure Anomaly Alerting: The CyberSentry program provides monitoring
of critical infrastructure networks. Within the program, threat-hunting analysts require
advanced anomaly detection and ML capabilities to examine multimodal cyberphysical
data on IT and operational technology networks, including Industrial Control System and
Supervisory Control and Data Acquisition (better known as ICS/SCADA). The critical
infrastructure anomaly alerting model provides Al assistance in processing this
information.
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o Al Techniques Used: ML, Visualization
o Stage of System Development Life Cycle: Initiation

e Cybervulnerability Reporting: Vulnerability analysts require advanced automation tools
to process data received through various vulnerability reporting channels, as well as
aggregate the information for automated sharing. These tools leverage ML and NLP to
increase the accuracy and relevance of data that are filtered and presented to human
analysts and decision-makers. ML techniques also assist with aggregating the
information in reports for presentation and further analysis. This includes data in the
Know Exploited Vulnerabilities Catalog and the Common Vulnerabilities and Exposures
system databases (better known as KEV and CVE, respectively).

o Al Techniques Used: NLP, Visualization
o Stage of System Development Life Cycle: Initiation

e Advanced Analytic-Enabled Forensic Investigation: CISA deploys forensic specialists to
analyze cyberevents at Federal Civilian Executive Branch departments and agencies, as
well as other state, local, tribal, territorial, and critical infrastructure partners. Forensic
analysts can utilize advanced analytic tooling in the form of Al implementations to better
understand anomalies and potential threats. This tooling provides forensic specialists
with the capabilities to comb through data in an automated fashion with mathematically
and probabilistically based models to ensure high-fidelity anomalies are detected in a

timely manner.

o Al Techniques Used: ML
o Stage of System Development Life Cycle: Initiation

e AIS Automated PII Detection: CISA’'s automated PIl detection and human review
process incorporates descriptive, predictive, and prescriptive analytics. Automated PlII
detection leverages NLP tasks, including named entity recognition coupled with privacy
guidance thresholds to automatically detect potential Pll from within automated indicator
sharing submissions. If submissions are flagged for possible PII, the submission will be
queued for human review, where the analysts will be provided with the submission and
Al-assisted guidance to the specific Pll concerns. Within human review, analysts can
confirm/deny proper identification of PIl and redact the information (if needed). Privacy
experts are also able to review the actions of the system and analysts to ensure proper

performance of the entire process and provide feedback to the system and analysts for
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process improvements (if needed). The system learns from feedback from the analysts
and privacy experts.

Through the incorporation of automated PII detection, CISA complies with privacy, civil
rights, and civil liberties requirements of the “Cybersecurity Information Sharing Act of
2015” [43] and scaled analyst review of submissions by removing false positives and

providing guidance of the submission to be reviewed. Through continual audits, CISA

will maintain integrity and trust in system and human processes.

o Al Techniques Used: NLP
o Stage of System Development Life Cycle: Operation and Maintenance

o AS&F: AIS, a CISA capability, enables the real-time exchange of machine-readable
cyberthreat indicators and defensive measures to help protect against and ultimately
reduce the prevalence of cyberincidents. AlS is offered as part of CISA’'s broad authority
to share information relating to cybersecurity risks, including authority to receive,
analyze, and disseminate information. It fulfills CISA’s obligation under the
“Cybersecurity Information Sharing Act of 2015” [43] to establish and operate the federal
government’s capability and process for receiving cyberthreat indicators and defensive
measures and to further share this information with certain other agencies, in some

cases in a real-time manner.

AS&F, built on the AIS Scoring Framework, defines an algorithm by which organizations
can enrich Structured Threat Information Expression Indicator objects, shared via AlS,
with (1) an opinion value that provides an assessment of whether or not the information
can be corroborated with other sources available to the entity submitting the opinion and
(2) a confidence score that states the submitter’s confidence in the correctness of
information they submit into AIS. When leveraged by CISA, AS&F uses Al/ML to perform
descriptive analytics from organizational-centric intelligence to support confidence and
opinion classification of indicators of compromise. Together, these enrichments can help
those receiving information from AIS prioritize actioning and investigating Indicator

objects.

o Al Techniques Used: Descriptive Analysis, ML, NLP

o Stage of System Development Life Cycle: Operation and Maintenance

2.3.3.5 DTIC: Threat Network Detection. The Defense Innovative Unit “partnered with the
Army and DTIC to launch the Al-Based Knowledge Graphing project in 2019. The project aimed
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to develop a customized ML platform to rapidly ingest, analyze, visualize, and generate reports
of strategic threat activity from open-source, web-based content” [22].

Using the dMetrics platform, DTIC was able to successfully develop [22]:

...new capabilities, such as near-real-time alerts for specific behaviors
and the identification of early indicators of adversarial network activity, to
support DoD analysts. The platform allows DoD analysts to create
personalized ML agents that continuously scan big datasets to identify
and extract entities, actions, and relationships relevant to each analyst’s
area of responsibility.

3.0 Conclusions

While Al-enabled cybersecurity tools still have a lot of room for improvement and are not the
all-in-one solutions that can solve all small businesses’ cyberneeds, they can certainly bridge
the many cybersecurity gaps they face on a regular basis. Al-driven cybersecurity tools can
process huge amounts of complex structured and unstructured datasets, provide a holistic view
of threat environment, respond quickly with real-time threat detection, reduce false positives,
anticipate potential cyberevents or incidents, and provide actionable insight and
recommendations on next steps. These qualities of Al-driven analytics in cybersecurity can
lessen the burden small businesses have when trying to tackle their own cybersecurity risks.
Al-enabled solutions have the potential to allow smaller cybersecurity teams to handle more
incoming data and alerts, prioritize tasks, and rely less on manual input. This can aid in limiting
alert fatigue and data overload, making day-to-day operations easier to digest. Al-driven
cybersecurity platforms can incorporate up-to-date threat intelligence feeds into their algorithms
to keep things current and promote information sharing withing the cybercommunity. These
cybersecurity tools with Al-enabled features may provide a better bang for your buck, compared
to those without those features, along with more robust solutions. Finally, Al-driven behavioral
analytics allows for the detection of deviations from baseline standard operations. This provides
a route for organizations to defend against unseen threats, malware, and zero-day exploits,
which helps bridge that gap between cyberdefenses and adversaries.
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