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Agenda

1) Introduction/National Cybersecurity Center of Excellence (NCCoE) Overview

2) Project Overview

3) Reference Architecture

4) Project Scenarios

5) Industry Collaboration

6) 1800-Series Publication

7) Closing



Who We Are

A solution-driven, collaborative hub addressing complex 
cybersecurity problems



Who We Are

Part of NIST, the NCCoE has access to a 
foundation of expertise, resources, 
relationships, and experience.

NIST is a nonregulatory agency. Our 
guidance is voluntary. 

Information Technology Laboratory

Applied Cybersecurity Division



We collaborate to develop 
modular, repeatable, applied 
cybersecurity architectures 
using: 

Existing standards

Existing guidance

Commercially available 
technologies

What We Do



Organizations today face the challenge of 
identifying trustworthy products due to 
increased risk resulting from compromises in 
cyber supply chains.

Problems:
• Counterfeit products
• Substituted components
• Malware in system firmware/software
• Accountability/traceability in the supply chain

Project Challenge



• Demonstrate scalable techniques to verify provenance and integrity of platform components 
throughout the device’s life cycle

• Scenario 1:  Creation of Manufacturing Artifacts
Identify useful artifacts that can be generated in the manufacturing process

• Scenario 2: Verification of Components During Acceptance Testing
Verify platform attributes and components using those artifacts during acceptance 
testing

• Scenario 3: Verification of Components During Use
Monitor and verify platform attributes during operational use of the device

• Use commercially available technologies to address supply chain processes involving original 
equipment manufacturers (OEMs), platform integrators, information technology 
departments, and customers at subsequent stages in the system’s life cycle of a purchased 
computing device

Project Solution



Project Architecture 

Collaborating Vendors



Project Architecture 



• Demonstrate scalable techniques to verify provenance and integrity of platform 
components throughout the device’s life cycle

• Scenario 1:  Creation of Manufacturing Artifacts
Identify useful artifacts that can be generated in the manufacturing process

• Scenario 2: Verification of Components During Acceptance Testing
Verify platform attributes and components using those artifacts during 
acceptance testing

• Scenario 3: Verification of Components During Use
Monitor and verify platform attributes during operational use of the device

• Use commercially available technologies to address supply chain processes involving 
OEMs, platform integrators, information technology departments, and customers at 
subsequent stages in the system’s life cycle of a purchased computing device

Project Solution



Scenario 2



Scenario 2



Scenario 2



Scenario 2 - Dashboard



• Demonstrate scalable techniques to verify provenance and integrity of platform 
components throughout the device’s life cycle

• Scenario 1:  Creation of Manufacturing Artifacts
Identify useful artifacts that can be generated in the manufacturing process

• Scenario 2: Verification of Components During Acceptance Testing
Verify platform attributes and components using those artifacts during 
acceptance testing

• Scenario 3: Verification of Components During Use
Monitor and verify platform attributes during operational use of the device

• Use commercially available technologies to address supply chain processes involving 
OEMs, platform integrators, information technology departments, and customers at 
subsequent stages in the system’s life cycle of a purchased computing device

Project Solution



Scenario 3



Scenario 3 - Dashboard



Scenario 3 – Operational Use 



Scenario 3 – Operational Use 

Automated incident ticket

Ticket details

Remediation action



Our Approach:  A Foundation of Trust

Collaborate

Document

Advocate & Educate

Practical
Cybersecurity

Guidance

Define a scope of 
work with industry 
to solve a pressing 

cybersecurity 
challenge

Assemble teams 
to address all 
aspects of the 
cybersecurity 

challenge

Build a practical, 
usable, repeatable 
demonstration to 

address the 
cybersecurity challenge

DEFINE ASSEMBLE BUILD

NIST’s foundation of trust is based on an open, transparent, inclusive process. 



Project Execution Timeline

Preliminary 
Research

and 
Feasibility 
Discussion

to
Develop

Initial 
Concept

Engage with industry 
to scope the project 
and publish the 
project description

DESCRIBE FORM TEAM DESIGN BUILD PLAN

SP-1800

BUILD DOCUMENT OUTREACH

Form the team, 
build the 
community of 
interest, and 
complete the FRN, 
LOI, and CRADA

Design and 
engineer the 
architecture and
usage scenarios

Develop the 
execution plan for 
building the 
demonstration 
based on the 
design

Build the 
demonstration in 
the NCCoE lab and 
perform security 
functional tests

Develop the 
practice guide to 
publish as a public 
draft and final 
document

Present at public 
events, engage 
with COI, and 
promote 
publication

Q1 2020-
Q4 2020

Q2 2019-
Q1 2020

Q3 2021 –
Q1 2022

Q3 2021 –
Q1 2022

Q1 2022 –
Q4 2022

Q4 2020 –
Q3 2021

Q1 2019-
Q2 2019

Q4 2022-



NCCoE Practice Guide Volumes 

Volume A – Why we wrote this guide and 
our approach to solving the designated 
challenge

Volume B – What we built and why, 
including the risk analysis performed and 
the security/privacy control map

Volume C – How to build the example 
implementation, including all the details 
that would allow one to replicate all or 
parts of this project



NIST SP 1800-34

• Published the NIST Special Publication 
(SP) 1800-34 Practice Guide in 
December 2022
o Final Volume A, B, C, including 

laptop and server build

• Encouraging adoption and welcoming 
feedback on SP 1800-34



Key Takeaways

• “We gained a valuable understanding of requirements of a broad range of actors from manufacturers to end 
users, and this project helped create valuable opportunities and dialogue with customers and partners on 
supply chain security topics and future-looking innovations.” - Hewlett Packard 

• “NIST SP 1800-34 is now internally used by our organization as a reference to implement supply chain 
validation. Collaboration with participants was a key learning opportunity to understand organizationally 
how to work with industry partners on device attestation.” - Intel

• “This project highlighted a need for standardization for a secure supply chain amongst industry partners and 
drove desire to expand collaborator partnerships.” – Dell Technologies



Additional Efforts & Resources 

• NIST Cybersecurity Framework 2.0:  Draft Quick Start Guide for Cybersecurity Supply Chain Risk 
Management (C-SCRM)

• https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1305.ipd.pdf -
• NIST Special Publication (SP) 800-161, Revision 1:  Cybersecurity Supply Chain Risk Management 

Practices for Systems and Organizations  
• https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf 

• NIST Cybersecurity Supply Chain Risk Management (SCRM) Fact Sheet
• https://csrc.nist.gov/csrc/media/Projects/cyber-supply-chain-risk-management/documents/C-

SCRM_Fact_Sheet.pdf -
• NCCoE Software Supply Chain and DevOps Security Practices Project 

• https://www.nccoe.nist.gov/projects/software-supply-chain-and-devops-security-practices -

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1305.ipd.pdf
https://www.nccoe.nist.gov/projects/software-supply-chain-and-devops-security-practices
https://csrc.nist.gov/csrc/media/Projects/cyber-supply-chain-risk-management/documents/C-SCRM_Fact_Sheet.pdf
https://csrc.nist.gov/csrc/media/Projects/cyber-supply-chain-risk-management/documents/C-SCRM_Fact_Sheet.pdf
https://www.nccoe.nist.gov/projects/software-supply-chain-and-devops-security-practices


Get Involved

Join a Community of Interest

Discuss Challenges

Contribute to Publications

Participate in a Project

Share a Project Idea

To join a community of interest, visit:
www.nccoe.nist.gov/get-involved/join-community-interest

http://www.nccoe.nist.gov/get-involved/join-community-interest


@NISTcybernccoe.nist.gov

NCCoE Supply Chain Assurance Team 

Team Email:  supplychain-nccoe@nist.gov
Project Page:  https://www.nccoe.nist.gov/supply-chain-assurance

mailto:supplychain-nccoe@nist.gov
https://www.nccoe.nist.gov/supply-chain-assurance
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