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YOU MAY KNOW WHAT END-TO-
END ENCRYTPION MESSAGING
IS...AND ITS POPULARITY
CONTINUES TO GROW

TRADITIONAL E2EE APPS, LIKE
TELEGRAM, WHATSAPP, SIGNAL
HAVE A CENTRAL
AUTHORITY/SERVER



CENTRAL GOVERNANCE REQUIRES A SUCH THINGS AS PUSH TOKENS, SUPER COOKIES,
CREDENTIALED LOGIN, i.e., etc., ARE PART OF THIS CREDENTIAL PROCESSS

USERNAME/PASSWORD



WITH THE ADVENT OF BLOCKCHAIN TECHNOLOGY AND THE CONCEPT OF
“WEB3,” THE IMPLEMENTATION OF DECENTRALIZED GOVERNANCE IS
THE FOUNDATION FOR DATA TRANSFERANCE



UTILIZING BLOCKCHAIN TECHNOLOGY, DARK
NETS SUCH AS ZERONET (BITCOIN), LOKINET
(OXEN), & IPFS HAVE BEEN SUCCESSFUL IN

ACHIEVING ANONYMITY FOR SITE HOSTING

AND THE END USER



NEW END-TO-END ENCRYPTION & MESSAGING PLATFORMS HAVE BEEN ABLE
TO UTILIZE THE DECENTRALIZED /DISTRIBUTED PROTOCOL TO ACHIEVE
ANONYMITY AND PROTECTION FOR THEIR USERS

TOX CHAT SESSION MATRIX



Understanding TOX Chat

DIFFERENT VERSIONS, USE, AND HOW TO INVESTIGATE

- more & more bad actors are using it -



TOX CHAT is becoming the preferred end-to-end encryption
(E2EE) app used by threat actors on the dark web...it is
Important for investigators to be familiar with it and understand
how It Is utilized and its possible investigatory avenues.



WickrMe used to be
the preferred
method of
communication
with dark net
market vendors &
cyber threat actors
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SINCE SUMMER 2021, THERE HAVE BEEN W''|‘<')"'lf'z""""":-*"-'E
= THREAT ACTORS ON THE DARK WEB UTILIZING THE
- SERVICE TOX CHAT -

XMPP AND JABBER REMAIN MORE POPULAR...BUT TOX IS SLOWLY CATCHING UP
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The Tox Project

Tox began a few years ago, in the wake of Edward Snowden's leaks regarding NSA spying activity. The idea was to create
an instant messaging application that ran without requiring the use of central servers. The system would be distributed,
peer-to-peer, and end-to-end encrypted, with no way to disable any of the encryption features; at the same time, the
application would be easily usable by the layperson with no practical knowledge of cryptography or distributed systems.
During the Summer of 2013 a small group of developers from all around the globe formed and began working on a library
implementing the Tox protocol. The library provides all of the messaging and encryption facilities, and is completely
decoupled from any user-interface; for an end-user to make use of Tox, they need a Tox client. Fast-forward a few years
to today, and there exist several independent Tox client projects, and the original Tox core library implementation
continues to improve. Tox (both core library and clients) has thousands of users, hundreds of contributors, and the
project shows no sign of slowing down.

Tox is a FOSS (Free and Open Source) project. All Tox code is open source and all development occurs in the open. Tox is
developed by volunteer developers who spend their free time on it, believing in the idea of the project. Tox Is not a
company or any other legal organization. Currently we don't accept donations as a project, but you are welcome to reach
out to developers individually.



OS support:

Windows GNU/ Linux Android
qTox Yes Yes (e fes No
uTox Yes Yes (= ‘es No
Toxygen ‘es Yes No
Toxic No ‘es (& Minimal (via Termux)

aTox No No Yes
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https://tox.chat/clients.html
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ATOX IS AVAILABLE FOR DOWNLOAD ON GOOGLEPLAY.

2 __IT IS VERY STABLE, SUPPORTED BY THE
N e PLAY PROJECT.












Running '~ " on

Android via Termux




ITIS NOT UNCOMMON FOR SOMEBODY TO BE
ADVERTISING MULTIPLE TOX IDs FOR DIFFERENT
OS VERSIONS




FOR ENHANCED SECURITY, USERS CAN LOCK
ENCRYPT THEIR TOX CLIENT WITH A PASSWORD







How does Tox protect my privacy? YOU CANNOT SEARCH FOR TOX USERS, ONLY WOULD
BE ABLE TO COMMUNICATE KNOWING THEIR TOX ID

Tox protects your privacy by:
» Removing the need to rely on central authorities to provide messenger services

¢ Enforcing end-to-end encryption with perfect forward secrecy as the default and only mode of operation for all messages
» Making your identity impossible to forge without the possesion of your personal private key, which never leaves your computer

How do | add someone to my contacts list?

Look in the profile or settings panel of your client to get your Tox ID which should look something like:

56A1ADE4B65B86BCD51CC73E2CD4ES42179F47959FE3EQE21B4BOACDADES1855D34D34D37CB5

Give yours to your friend and get your friend to add it. That's It.

What happens when | remove someone from my contacts list?

If you remove someone from your contacts list, they will see you go offline, as If you closed your client normally. They
can't communicate with you any longer until you add them to your contacts list again.



Does Tox rely on central servers?

No. That said, in some situations a client will choose to use publicly listed bootstrap nodes to find their way into the DHT.

Which encryption algorithms does Toxcore employ?

Tox uses the cryptographic primitives present in the NaCl crypto library, via libsodium. Specifically, Tox employs
curve25519 for its key exchanges, xsalsa20 for symmetric encryption, and poly1305 for MACs.

Where can | find a public DHT node to bootstrap with?

Check out our public nodes list for an updated list, including machine-readable JSON output.

What codecs does Toxcore use for audio and video?

Opus for audio, and VP8 for video.

Tox does not make use of SIP.



HOW TO INVESTIGATE A SUSPECT USING TOX?
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16099065260 310280022769030
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Filtered | All Records

IMEI

8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104
8609990513120104

Frequency

Time (UTC)

Sun Mar 27 16:35:00 2022
Sun Mar 27 16:35:00 2022
Sun Mar 27 16:35:00 2022
Sun Mar 27 16:35:00 2022
Sun Mar 27 16:35:00 2022
Sun Mar 27 16:35:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022
Sun Mar 27 16:40:00 2022

GPRS (General Packet Radio
Service)/Mobile IP Sessions from a

suspects’ cellular service provider
(AT&T “FlowLogic”)

Apn

nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mncd10.mcc310.gprs
nxtgenphone.mnc410.mcc310.gprs

Domain

google.com

att.net

att.net

fc00:a:a::300
fc00:a:a::300
android.com
81.169.136.229
google.com ¢
google.com
google.com
googleadservices.com
google.com

209.59.144.175
appboy.com
172.103.164.206
att.net

google.com
fc00:a:a::300
2001:41d0:8:7a96::1
google.com
208.38.228.104

A

30

G H
app_nature app_nature detail servic
Streaming  Hp Vroom
Web HTTPS
Web HTTPS
Unknown  TCP
MISC DNS
MISC Info
Unknown  TCP
Web HTTPS
Web Quic
Web HTTPS
Web HTTPS
Web HTTPS
Web HTTPS
Unknown  TCP
Unknown  TCP
Web HTTPS
Unknown  TCP
Web HTTPS
Web HTTPS
Unknown  TCP
Unknown  TCP
Web HTTPS
Unknown  TCP
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T 16099065260 310280022769030 8609990513120104 Sun Mar 2716:35:00 2022 nxtgenphone.mnc410.mec310.gprs
8 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxtgenphone.mnc410.mec310.gprs
9 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxtgenphone.mnc410.mec310.gprs
10 16099065260 310280022769030 8609990513120104 Sun Mar 27 16:40:00 2022 nxigenphone.mnc410.mec310.gprs
11 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:002022 nxigenphone.mnc410.mec310.gprs
12 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxigenphone.mnc410.mec310.gprs
13 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxigenphone.mnc410.mec310.gprs
14 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxigenphone.mnc410.mec310.gprs
15 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxigenphone.mnc410.mec310.gprs
16 16099065260 310280022769030 8609990513120104 Sun Mar 2716:40:00 2022 nxigenphone.mnc410.mec310.gprs
1716099065260 310280022769030 8609990513120104 Sun Mar 27 16:40:002022 nxtgenphone.mncd10.mcc310.gprs
1816099065260 310280022769030 8609990513120104 Sun Mar 27 16:40:00 2022 nxtgenphone.mncd10.mcc310.gprs

android.com

81.169.136.120

google.com 0
google.com

google.com
googleadservices.com
google.com

att.net

B1,169.136,229 ummm
209.59.144.175
appboy.com
172.103.164.206

MISC
Unknown
Web
Web
Web
Web
Web
Web
Unknown
Unknown
Web
Unknown

Info
TCP
HTTPS
Quic
HTTPS
HTTPS
HTTPS
HTTPS
TCP
TCP
HTTPS
TCP
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Understanding SESSION

DIFFERENT VERSIONS, USES, AND HOW TO INVESTIGATE

- blockchain future of e2ee communication -





https://optf.ngo/

Oxen B |OCkChain Explorer Block height, Block hash, Transaction ID, Service Node pubkey or ONS Search

Server Time: February 19, 2023 at 4:13:44 PM UTC | Transaction Pool | Autorefresh is OFF | Connect via Lokinet | Go to testnet explorer (via Lokinet)
| Go to devnet explorer (via Lokinet)

Height: 1260726 | Hard fork: v19.0 | Next Pulse: in 36 seconds | Staking requirement: 15000 OXEN | Base fee: 0.005 OXEN/output + 0.000122 OXEN/KE
| Blink fee: 0.015 OXEN/output + 0.000366 OXEN/KB | Block size limit: 300kB/600KB | Blockchain size: 17.1GB

Circulating Supply*:: 61972674.386241488 OXEN | (Coinbase: 62701584.611618154 OXEN | Fees: 80811.972545764 OXEN | Burned: 728910.225376662 OXEN
| Batched: 24768.432376937 OXEN).

* — The circulating supply may exclude any currently publicised locked OXEN; otherwise it is equal to the coinbase minus the number of bumed coins. Fees include paid transaction fees minus any
portion that was bumed.

TX Type Legend: ™ Service Node Registration | ™ Contribution | & Recommission | 9 Decommission | & Deregistration | @ IP Change Penalty | g Stake Unlock
| =2 Oxen Name System Purchase | i@ ONS Update

Transaction Pool
0 transactions, 0B

Age [h:m:s] Type Transaction Hash Fee/Per kB In/Out TX Size

Transactions in the Last 20 Blocks &
(Min. / Median / Average / Max. size of these blocks: 113B / 113B / 125B / 155B)

Current Page: 0/63036 Next  Showing 20 v blocks/page

Height  Age [h:m:s] Size Type Transaction Hash Fee Rewards In/Out TX Size

P = m a o~ a P





https://getsession.org/




SESSION utilizes a routing pattern similar to the TOR (The Onion Router) circuit to provide anonymity for its users.




Request

IP Address Lookup :

IP Address

Hostname

IP Address Location :

Country
State/Region
City

ISP
Organization
Network
Connection Type
Timezone

Local Time
Coordinates

Tor Relay Details :
Relays

159.69.19.182

159.69.19.182
static.182.19.69.159. clients.your-server.de

= Germany (DE)

Bavaria

Nuremberg

Hetzner Online GmbH

Hetzner

AS24940 Hetzner Online GmbH
Corporate

Central European Time (CET)
Sun, 19 Feb 2023 17:25:18 +0100
49.4521,11.0767

This IP is not identified to be a Tor Relay

Request

IP Address Lookup :

IP Address

Hostname

IP Address Location :

Country
State/Region
City

ISP
Organization
Network
Connection Type
Timezone

Local Time
Coordinates

Tor Relay Details :
Relays

65.108.99.226

Request

IP Address Lookup :
65.108.99.226

IP Address
static.226.99.108.65.clients.your-server.de

Hostname

|P Address Location :

== Finland (FI) Country
Uusimaa State/Region
Tuusula City

Hetzner Online GmbH ISP

Hetzner Online GmbH Organization
AS24940 Hetzner Online GmbH Network
Corporate Connection Type
Eastern European Time (EET) Timezone

Sun, 19 Feb 2023 18:26:14 +0200 Local Time

60.4032,25.0321 Coordinates

Tor Relay Details :
This IP is not identified to be a Tor Relay  Relays

45.89.55.82

45.89.55.82

vm720207 stark-industries.solutions

EH Serbia (RS)

Central Serbia

Belgrade

Maxim Azarov trading as Obrada podataka i hosting eServer
Stark Industries Solutions LTD

AS205007 Maxim Azarov trading as Obrada podataka i hostin
Corporate

Central European Time (CET)

Sun, 19 Feb 2023 17:26:46 +0100

44.8125,20.4612

This IP is not identified to be a Tor Relay

NONE OF THE IP ADDRESSES ARE INDICITIVE OF SESSION USAGE.



https://browserleaks.com/







O)(en B |OCkCha|n Explorer Block height, Block hash, Transaction ID, Service Node pubkey or ONS m

Server Time: February 19, 2023 at 4:36:55 PM UTC | Transaction Pool | Autorefresh is OFF | Go to testnet explorer

Height: 1260738 | Hard fork: v19.0 | Next Pulse: in 85 seconds | Staking requirement: 15000 OXEN | Base fee: 0.005 OXEN/output + 0.000122 OXEN/KE
| Blink fee: 0.015 OXEN/output + 0.000366 OXEN/KB | Block size limit: 300kB/600KB | Blockchain size: 17.2GB

Circulating Supply*:: 61972680.972189523 OXEN | (Coinbase: 62701591.197566189 OXEN | Fees: 80811.972545764 OXEN | Burned: 728910.225376662 OXEN
| Batched: 24981.846428907 OXEN).

* — The circulating supply may exclude any currently publicised locked OXEN; otherwise it is equal to the coinbase minus the number of bumed coins. Fees include paid transaction fees minus any
portion that was bumed.

TX Type Legend: ® Service Node Registration | ® Contribution | &4 Recommission | ¥ Decommission | & Deregistration | @ IP Change Penalty | @ Stake Unlock
| 22 Oxen Name System Purchase | i@ ONS Update

Transaction Pool
0 transactions, 0B

Transactions in the Last 20 Blocks &
(Min. / Median / Average / Max. size of these blocks: 113B / 113B / 123B / 133B)

W Current Page: 0/63036 @ showing FJJ3 blocks/page
I o

1260737 0:00:32




= Are calls private?

Calls in Session are end-to-end encrypted and offer a good level of privacy. Unlike messages (which use onion-routed networking), the
current implementation of calls uses peer-to-peer networking. This means your IP will be shared with your call partner as well as an OPTF
operated STUN/TURN server. Although this is acceptable for most people, you should always make sure to assess your own personal
situation to determine whether the risk of exposing your IP is worth it. If you're in an extremely high-risk situation, we do not recommend
enabling peer-to-peer calls — onion-routed calls are on the way.

In order to prevent spam and protect privacy, you can only send and receive calls with people in your contacts list — not unknown Session IDs
or people in your message requests.

TRUE IP ADDRESSES CAN BE REVEALED IN THE CURRENT CALL
FEATURE...

...CURRENTLY, THIS WOULD BE THE ONLY INVESTIGATORY
TECHNIQUE !!!
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¢ Session Messenger Open Groups:

Unofficial Open Groups run by the community:

Session & Oxen
» Oxen Service Node Operators — http://sog.caliban.org/snops?public_key=118df8c6c471ac0468c7c77e1cdc12f24a139ee8a07c6e3bf4e7855640dad821
o Session Open Group Server Operators — http://sog.caliban.org/sogops?public_key=118df8c6c471ac0468c7c77e1cdc12f24a139ee8a07c6e3bf4e7855640dad821

o Session Hacking & Development — https://sog.zcyph.cc/sessiondev?public_key=e56fa54f9da6df91928f97023e8651e2df10fbbcf743a1ec96d0543ach8f2e7a

@ Languages & Countries
« Bangladesh [ - https://3399981.xyz/bangladesh?public_key=13f6560efbeee1d0046f8883c60b4c165103c114adbc02d4b5bab8816e8a673 1
o Brazil k=4 (see also Portuguese) — http://sog.caliban.org/brasil?public_key=118df8c6c471ac0468c7c77elcdc12f24a139%ee8a07cbe3bf4e7855640dad821
e Chinese @ - Just another Chinese group — http://45.77.102.159/origin?public_key=132d7cf93a6a72eabbf9357a3a29d0644b27b1166e12d36704a0785f7ccb0f74
o Czech, Slovak b B — https://3399981.xyz/czsk?public_key=13f6560efbeee1d0046f8883c60bdc165103c114adbc02d4b5bab8816€8a6731
o Dutch/Netherlands = — http://sog.caliban.org/nl?public_key=118df8c6c471ac0468¢7c77e1cdc12f24a139ee8a07c6e3bf4e7855640dad82 1
o Finnish #= — http://173.249.51.184/fi?public_key=2812244a5577d56a5b1220706e25cdc230363ce33d770a7 cab39656baf79145f

o Finnish == (another) - http//95.217.236.112/SuomenTori?public_key=8e2e52e086e10eb45¢7d55895d4b9fc89ab0fed8aeadc811d6c1270e4532726e



nttp://lokilocker.com/Mods/>ession-Groups/wiki/Session-Closed-Groups

ﬁerators:

* 116.203.217.101 — BPerson ‘ (05f7c71c89e09P453466b12bcTe2bd7412e49133b9c099ac5b7a94dfd0be913f52)

* sog.caliban.org — lan Macdonald ‘ (05cefocd45f42b94cf41156789c396c23158a6b566df755674df46757f5e569213) (ONS: ianmacd)
» 2hu-ch.org — nanachi ak.a. workaholic ‘ (05¢5f3363fb2a5548765e1e0ada2e32a2a54dadad6fcsacd3cbbef35baal6ch633)

* 173.249.51.184 - Marky ‘ (05bb29cade83a8§7028f64b65e81e6a096bade7e12f614daa28bcf0fce8875b26a)

* 23.88.56.89 - Drake ‘ (056a5df840beaeb87453e8a06397051664b6222e1a1dab5924eafca3eb3106ca18)
* opensessionitalia.eu.org — MassiveBox ‘ (054b9a9be3b156d7e2598806c4de970187b15e216d36610300693874ce16a6020f) (ONS: massivebox)
¢ 73.55.197.99 - ThatCatholicGuy ‘ (05e14781B01fb420a2b3ac573f48b68bc719330832eeb3111141d27e54fa9¢371d)

o remote.noff.co — Warlock ‘ (05a357eb98e4 5073224 72a2decc3cfd221953f75480e90e6996322a5fee2cf81a)

* sogs.horsexx — Acbn ‘ (05f48c77100c7379ta13139b85792beabededc2550da3abf7348b9e715f52fd24)

What are Session Open Groups?

Open groups are Session Group chat servers that can host many thousands of chat participants.

@ How to join an existing Session Open Group?



Understanding MATRIX

THE REAL INVESTIGATIVE MONKEY WRENCH

- the decentralized mastodon and discord -







UNLIKE TOX & SESSION,
MATRIX HAS A THIRD
PARTY CREDENTIALING

PARTY — ELEMENT
(app.element.io)




ELEMENT CAN LINK OTHER
SERVICES (Google,
MetaMask, Facebook,

Apple) TO LOGIN TO
MATRIX via ELEMENT
(app.element.io)













Source: personal Matrix channel



YOU CAN JOIN
CHANNELS AS A
GUEST, OR CREATE

YOUR OWN ACCOUNT
[DIRECT MESSAGING]




[matrix}

Introduction
Introduction

How can | get involved?
Moderation in Matrix
Application Services

Made for Matrix Badge
Guidelines

The Matrix Jobs Room

Running online events with
Open Source communication
tools

Server Setup
Installing Synapse

Self-hosting a map tile server
for location sharing

Ernr\ hﬂﬂ*l’i\l Qﬂﬂlﬂl‘ Ilﬁinﬂ

Discover Develop Foundation Blog FAQs Matrix Live

AL WM AL TR T Y T e Ty

~>How does it work?

Each user connects to a single server, this is their homeserver. Users are able to participate in rooms that were created on
any Matrix server since each server federates with other Matrix servers. This means you can talk to anyone on any server. It
also means you can host your own server, giving you control over all of your data. Self hosting also gives you the ability to
customize your server to fit your needs including giving you the ability to bridge to other chat networks (such as IRC, XMPP,
Discord, Telegram, etc) or to host bots.

Each message that is sent in a room is synchronized to all of the other servers that participate in that room. If one server goes
offline, everyone else in the room can continue talking. Once that server comes back online it will be sent all of the messages
that it missed while it was down.

Did we mention it is secure? Your private conversations can be secured by end to end encryption so the server has no idea
what you are talking about.

For a more detailed introduction to this topic see hitps://hacks.mozilla.org/2018/10/dweb-decentralised-real-time-
interoperable-communication-with-matrix/

~How can | try it out?

T otart ~bhattinAa Al RAAatriv vustil masd 4 atmarm 11m FAar & 11ear Aasmsmsar 1nd



THESE TYPRPES OF PLATFORMS ARE THE FUTURI(E-..

FEDERATED AND AUTONOMOUS



DEMONSTRATION

TOX & Session




THANK YOU!

keven.hendricks@|eo.gov

keven@ubivisproject.org
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