


• Detective with a New Jersey Municipal Police Department

-2007 to present

• Task Force Officer with the Federal Bureau of Investigation

– Internet Crimes Against Children 2014 – 2018

• Task Force Officer with the Drug Enforcement

Administration 2018 – 2021

• Certified Cybercrime Examiner (3CE) & Certified

Cybercrime Investigator (3CI) through NWC3

• CCI (Certified Cryto Investigator) through Blockchain 

Intelligence Group, CDAP through Global DCA

• Presenter at the 2020 JCODE Conference on Android 
Emulation

• Recognized as a Subject Matter Expert by CSIAC/HDIAC

• Member of the HTCIA

• Founder of the UbivisProject.org/StopDarkwebDrugs.com

• Member of the NYNJ USSS Cyber Fraud Task Force

..::WHO I AM::..



KEY LEARNING POINTS FOR TODAY’S WEBINAR

• Understand the difference between centralized governance messaging services
like “Telegram,” “WhatsApp,” and “Signal” and federated/distributed
governance  messaging services “TOX,” “Session,” and “Matrix”

• Understand the evolving trends and tradecraft with threat/criminal actors
and their preference to utilize federated/distributed messaging platforms

• See live demonstration of “TOX” and “Session” for familiarity to
software nomenclature and see usage













DIFFERENT VERSIONS, USE, AND HOW TO INVESTIGATE





WickrMe used to be 

the preferred 

method of 

communication 

with dark net 

market vendors & 

cyber threat actors











SINCE SUMMER 2021, THERE HAVE BEEN MORE 

THREAT ACTORS ON THE DARK WEB UTILIZING THE 

SERVICE TOX CHAT

XMPP AND JABBER REMAIN MORE POPULAR…BUT TOX IS SLOWLY CATCHING UP
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ATOX IS AVAILABLE FOR DOWNLOAD ON GOOGLEPLAY.

IT IS VERY STABLE, SUPPORTED BY THE 

PLAY PROJECT.









Running on 

Android via Termux



IT IS NOT UNCOMMON FOR SOMEBODY TO BE 

ADVERTISING MULTIPLE TOX IDs FOR DIFFERENT 

OS VERSIONS



FOR ENHANCED , USERS CAN LOCK 

ENCRYPT THEIR TOX CLIENT WITH A PASSWORD



YOU WILL NOT BE ABLE TO BYPASS 

THIS LOCKOUT IF USER HAS SET 

PASSWORD



YOU CANNOT SEARCH FOR TOX USERS, ONLY WOULD 

BE ABLE TO COMMUNICATE KNOWING THEIR TOX ID







GPRS (General Packet Radio 

Service)/Mobile IP Sessions from a 

suspects’ cellular service provider 

(AT&T “FlowLogic”)







DIFFERENT VERSIONS, USES, AND HOW TO INVESTIGATE



https://optf.ngo/




https://getsession.org/


SESSION IDs are alphanumeric strings that 
begin with a 0



SESSION utilizes a routing pattern similar to the TOR (The Onion Router) circuit to provide anonymity for its users.



SESSION ID’s are alphanumeric strings that 
begin with a 0

NONE OF THE IP ADDRESSES ARE INDICITIVE OF SESSION USAGE.

https://browserleaks.com/
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UNLIKE TOX CHAT, SESSION ALLOWS PUBLIC GROUPS 

THAT ARE AVAILABLE FOR ANY USER TO JOIN

THIS ALLOWS MONITORING OR “LURKING” IN PUBLIC ROOMS



SESSION ID’s are alphanumeric strings that 



SESSION ID’s are alphanumeric strings that 
begin with a 0



THE REAL INVESTIGATIVE MONKEY WRENCH



SESSION ID’s are alphanumeric strings that 
begin with a 0



SESSION ID’s are alphanumeric strings that 
begin with a 0

UNLIKE TOX & SESSION, 
MATRIX HAS A THIRD 

PARTY CREDENTIALING 
PARTY – ELEMENT 
(app.element.io)



SESSION ID’s are alphanumeric strings that 
begin with a 0

ELEMENT CAN LINK OTHER 
SERVICES (Google, 

MetaMask, Facebook, 
Apple) TO LOGIN TO 

MATRIX via ELEMENT
(app.element.io)



SESSION ID’s are alphanumeric strings that 
begin with a 0

MORE & MORE NEFARIOUS 
PLATFORMS/USERS ARE 

INCORPORATING THEIR OWN 
MATRIX CHANNELS
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SESSION ID’s are alphanumeric strings that 
begin with a 0

Source: personal Matrix channel
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SESSION ID’s are alphanumeric strings that 
begin with a 0
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