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MCCS Cybersecurity
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Mission-Critical Control Systems (MCCSs) are information systems
owned by the U.S. government (USG) which monitor and/or control
physical infrastructures critical to the direct fulfillment of military or
intelligence missions.

Mission-Critical - Facility-Related Control Systems (MC-FRCSs) are a
critical type of MCCSs; others include, industrial, process, and utility
control systems.

Intelligence Community Standard 706-02 for MC-FRCS Cybersecurity:

https://www.odni.gov/files/NCSC/documents/Regulations/20200114-ICS 706-02 Protecting MCFRC in MCF.pdf



https://www.odni.gov/files/NCSC/documents/Regulations/20200114-ICS_706-02_Protecting_MCFRC_in_MCF.pdf

Mission’s Dependency on Critical Control Systems
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Mission’s Dependency on Critical Control Systems
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MCCS Cybersecurity

Current Two-Pronged Strateqy:

« Tactical: Mitigate Vulnerable Legacy MCCSs

« Strategic: Design & Build Future Cybersecure
MCCSs




MCCS Cybersecurity

Tactical: Mitigate Vulnerable Legacy MCCSs

« Complex problem (People, Process, Technology)

« Current Efforts:

NSA's National Manager Memo (NMM) for MC-FRCS Cybersecurity

Operational Technology (OT) Defensive Capability Suite
« Shared through NSATTSA (OT tools, SOP, OT-STIGS)

Applled Control System Mitigations (ACSM) Methodology
|ldentify/Harden MCCS Boundary

«  Establish MCCS Security Controls
« Leverage IC MC-FRCS Standard (MODERATE+ baseline)

*  Prioritize, Design, & Assist Implementation of Operational Risk Mitigations
« Leverage MC-FRCS Technical Implementation Guide v1.0 DRAFT
 Leverage Partner Solutions



MCCS Cybersecurity

Strategic. Design & Build Cybersecure MCCSs
« |C Facilities Cybersecurity Standard (ICS 706-02)
« |CS 706-02 Technical Implementation Guide (v1.0 DRAFT)

 International Standards o =
e ISA 62443 Multi-Part Standard, Security & Maturity Levels =|
« ASHRAE - Secure Connect (BACNet Protocol)

« |ISA Security Compliance Institute (ISCI)
 ISA-SECURE Conformance Testing

« Zero Trust Architecture for MCCSs
White paper in development




Zero Trust (ZT) Fundamentals

Principles:
 Assume hostile environment
 Assume breach
* Least privilege accesses
e Persistent engagement
 MFA with contextual assessment

Zero Trust Pillars and Capabilities
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ZT Maturity Stages
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MCCS & ZT

MCCSs utilize both IT and OT components (within authorization
boundary)

ZT concepts can be applied to IT, not well to legacy OT
Rip/replace is not an option for most USG MCCS owners
NSA developing the OT Access Security Broker (OTASB) Concept

 Support migration of legacy MCCS to meet ZT architecture
goals

* Provide cybersecurity properties to OT legacy components
(e.g., access control, command authentication, encryption
when needed, etc.)

 OT SDN provides critical support for OTASB properties

10



MCCS Cybersecurity

How can NSA's work on MCCS Cybersecurity help you?

11



MCCS Cybersecurity

Backup Slides
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MCCS Cybersecurity
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Leverage security controls into design concepts & solution:

Define mission outcomes — Derive a zero trust architecture from
organization-specific mission requirements that identify the
critical data/assets/applications/services (DAAS);

Architect from the “left-side (developmental-side)” out:
First, focus on protecting critical DAAS;
 Second, secure all paths to access DAAS;

Determine who/what needs access to the DAAS to create access
control policies —
* Create security procedures & policies;

 Apply it consistently across all environments;
(LAN, WAN, endpoint, perimeter, mobile, etc.)
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International CS Cybersecurity Standard
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Control system vendor community must implement necessary
cybersecurity functionality into products/systems. Many are
currently using the ISA-62443 as a guide to their
product/system cybersecurity frameworks.

= |

Why focus on ISA99 (creating the
ISA-62443)?

Broad Community Membership

- EP, ONG, BMS, IOT customers and
vendors

General

Policies &
procedures

- NSA, NIST, CS security community
ISASecure

- Independent testing

Component

- Conformance to ISA-62443 standard
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IC Standard 706-2 for CS Cybersecurity

Development of the Standard - Signed in December 2019

Driving Philosophy: Utilize and build upon existing standards

Building Blocks:

 NIST SP 800-37 . Applying RMF to Federal Information Systems
 NIST SP 800-53 . Security & Privacy Controls for IT Systems
 NIST SP 800-82 . Guide to Industrial Control System Security

« DOD UFC 4-010-06 : Cybersecurity of Facility-Related Control Systems

« Prioritized security controls selected from
— NIST 800-53 rev4 families

« Supplement to 800-82 rev 2 (currently, rev 3 in development)
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Zero Trust (ZT) iIn MCCS (NSA issued advisory memo in 2021).

Security of Mission-Critical — Facility-Related Control

Systems (MC-FRCSs) directing owner/operators to

immediately:
* Adopt IC Standard 706-02 for MC-FRCS Cybersecurity,*

* Implement specific cybersecurity risk mitigation guidance to
address most risky access vectors, and

* Develop strategic Plan of Actions & Milestones (POA&Ms) to
fully implement the MC-FRCS IC standard to strengthen mission
resilience (consistent with ZTarchitecture concepts)

Note: MC-FRCSs are a critical type of MCCS; others include
industrial, process, and utility control systems

1 https://www.odni.gov/files/NCSC/documents/Regulations/20200114-ICS_706-02_Protecting_MCFRC_in_MCF.pdf



https://www.odni.gov/files/NCSC/documents/Regulations/20200114-ICS_706-02_Protecting_MCFRC_in_MCF.pdf



