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NOTABLE TECHNICAL INQUIRY

Has anyone ever labeled individual records in Zeek logs for
attacks/exploits? If so, how did they do it?

Zeek, formerly known as Bro Network Security Monitor, is a powerful open-
source intrusion detection system. There was a requirement to know whether
an individual record should be marked as anomalous or not, assuming attacks
are anomalies. The inquirer was interested in finding possible solutions to
automatically label network events/sessions based on time and IP addresses of
known attacks using Zeek logs. CSIAC subject matter experts (SMEs) provided
open research to the inquirer and also publicly posted the... READ MORE
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U.S. Department of Defense (DoD).
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Test & Evaluation Command, where

he conducts cyber-resiliency tests and
evaluations of 11 defensive cybersecurity

operation systems programs for the DoD.
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HIGHLIGHT

Defense Officials Discuss the Role of the Chief Digital and Al
Office at the Virtual Department of Defense Digital and Al
Symposium

Recently, the U.S. Department of Defense announced Dr. Craig Martell as Chief
Digital and Artificial Intelligence Officer (CDAO). Dr. Martell brings extensive
industry experience and expertise in artificial intelligence (Al) and machine

learning.

As the CDAO, Dr. Martell will serve as the department’s senior official
responsible for accelerating the adoption of data, analytics, digital solutions,

and Al functions to generate decision advantage from the.. LEARN MORE

FEATURED NEWS

Wanted: Artificial Intelligence (Al) and Machine Autonomy
Algorithms for Military Command and Control

U.S. military researchers are asking industry to
develop reliable and trusted artificial intelligence
(Al), machine learning, and systems autonomy
technologies for future command and control,

surveillance, and logistics systems.

Officials of the U.S. Defense Advanced Research
Projects Agency (DARPA) in Arlington, Va., issued

a broad agency announcement (HR001122S0039) last week for the Assured
Neuro Symbolic Learning and Reasoning (ANSR) project. READ MORE

Image: Pacific Northwest National Laboratory
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WEBINARS

Explainable, Do-It-Yourself Artificial Intelligence Supporting the
DoD and the Intelligence Community

Presented: June 29, 2022 12:00 PM - 1:00 PM
Presenter: Dr. Anthony Hoogs
Host: CSIAC

Although artificial intelligence (Al) continues to make rapid advances in the
automation of many analysis and operations tasks, the development and training
of Al models typically require detailed Al engineering or research expertise. Once
a model is created, it can be difficult to interpret or predict its behavior, leading
to reduced trust or a reluctance to adopt Al in the first place. This webinar will
discuss methods that adopt explainable, do-it-yourself Al (DIYAI) principles that
address these problems. DIYAI enables end-users to rapidly build, test, deploy,
and adapt customized Al solutions at the pace and scale of future conflicts,
without any expertise in deep learning or programming, by employing interactive
Al techniques. In DIYAI, users can interact with an Al model during training or
refinement to customize the model to their needs and specific problems. One

such method will be described, in which interactive query... LEARN MORE
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