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NOTABLE TECHNICAL INQUIRY September 22, 2021

TIME:

How can the smart city concept be applied to military bases, and 12:00 PM

i ?
what security concerns would need to be assessed? PRESENTED BY:

Smart cities’ critical infrastructure, economy, and governance are designed to Philip Payne

sustainably improve the well-being of residents (U.S. Government Accountability HOST:
Office [GAO], 2019). Critical infrastructures, such as energy, electricity grids, com- CSIAC
munications networks, transportation, and water systems, are digitally enhanced

to provide smart services to city residents while ensuring security issues are well

monitored and effectively addressed (GAO, 2019). READ MORE
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As a technical staff member subject
matter expert, Jess provides nearly 50
years of expertise in systems, software,
and whole life engineering. As a systems
architect, he has supported several of
the largest weapons systems platforms,
including the F-35 and B-2. His back-
ground in mathematics and physics
provides insight into subtle issues
related to communications and sensor
technologies. He has developed operat-
ing systems, compilers, and large-scale
systems emulations and is an experi-
enced 3-D game developer. He has a
foundational patent in distributed trust
architecture and collaborated on Trusted
Computing Architecture and Intellectual
Property Protection techniques. He is an
expert in the tools, techniques, and
practices of model-based systems

engineering using SysML.
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HIGHLIGHT

Biden Administration and Private Sector Leaders Announce
Ambitious Initiatives to Bolster the Nation’s Cybersecurity

Today, President Biden met with private sector and education leaders to discuss
the whole-of-nation effort needed to address cybersecurity threats. Recent
high-profile cybersecurity incidents demonstrate that both U.S. public and
private sector entities increasingly face sophisticated malicious cyber activity.
Cybersecurity threats and incidents affect businesses of all sizes, small towns,
and cities in every corner of the country, and the pocketbooks of middle-class
families. Compounding the challenge, nearly half a million public and private
cybersecurity jobs remain unfilled. LEARN MORE

FEATURED NEWS

Mobile Application Single Sign-on for
First Responders: Final Guide Published
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On-demand access to public safety data is critical

to ensuring that public safety and first responder
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(PSFR) personnel can deliver the proper care and

support during an emergency. This necessitates

@ pplcation 3
@rasswordat
3

heavy reliance on mobile platforms while in the

field, which may be used to access sensitive infor-
mation. However, complex authentication requirements can hinder the process
of providing emergency services, and any delay—even seconds—can become a

matter of life or death. READ MORE
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WEBINARS

Network Survivability Assessment Methodology

Presented: September 22, 2021 12:00 PM - 1:00 PM
Presenter: Philip Payne
Host: CSIAC

This presentation describes a network survivability assessment methodology
for Cyber-Electromagnetic Activities teams to identify cyber threats early in the

acquisition cycle.

The U.S. Department of Defense Acquisition Process begins with a Material
Solution Analysis (MSA) and culminates with operations and support. An Analysis
of Alternatives (AoA) takes place after all potential solutions are examined to
fulfill a need and a preliminary acquisition strategy has been established. The
AoA consists of an analytical comparison of the operational effectiveness,
suitability, and life-cycle cost of materiel solution alternatives that satisfy the
established capability need, as described in an Initial Capabilities Document. Due
to the limited amount of system information that is available during the MSA
phase for a set of alternatives being considered, a methodology is required to

identify potential system threats early in the acquisition cycle.

According to the AoA Handbook from the Office of Aerospace Studies, effective-
ness analysis is normally the most complex element of an AoA. The goal of the
effectiveness analysis is to determine the military worth of the alternatives being
considered when performing mission tasks. The network survivability assessment
methodology is applied to provide an assessment of existing security controls

effectiveness to protect key mission technologies. LEARN MORE
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EVENTS

25th Colloquium: Challenges in
Teaching Cybersecurity

October 4-6, 2021

(ISC)? 2021 Security Congress
October 18-20, 2021

IEEE Secure Development
Conference

October 18-21, 2021

Cybersecurity Symposium for
Smart Cities 2021

October 26-27, 2021

I/ITSEC 2021
November 29-December 3, 2021

DoDIIS Worldwide
December 5-8, 2021

MORS Emerging Techniques
Forum

December 7-9, 2021

Want your event listed here?
Email contact@csiac.org, to share
your event.
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